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Abstract: 

In the rapidly evolving digital age, the landscape of cyber law is undergoing a significant 

transformation. With the proliferation of technology and increasing dependency on digital platforms, 

novel legal challenges have emerged that demand immediate attention and comprehensive regulation. 

This article critically analyzes the emerging contours of cyber law in India, with a forward-looking 

approach towards addressing future digital legal battles. The Introduction sets the context by 

exploring the evolution of cyber law and its current scope under the Information Technology Act, 

2000, while highlighting the need for timely updates in line with global advancements. 

Under the section Emerging Issues in Cyber Laws, the article delves into new-age challenges such as 

deepfakes, cyberstalking, data localization, artificial intelligence (AI) ethics, digital surveillance, and 

online harassment, which remain inadequately addressed by existing legislation. Special attention is 

given to the Legal Considerations of Cryptocurrencies, emphasizing the regulatory vacuum, 

jurisdictional conflicts, and the need for a coherent policy framework in the wake of decentralized 

financial technologies. The discussion further branches into Consumer Protection, analyzing data 

breaches, e-commerce frauds, misleading advertisements, and the role of intermediaries under the 

Consumer Protection (E-Commerce) Rules, 2020. 

The article also investigates the darker side of crypto usage by exploring Cryptocurrency-Driven 

Illegal Activities, such as money laundering, terror financing, ransomware attacks, and darknet 

trading. Through an examination of Landmark Case Laws, both domestic and international, such as 

K.S. Puttaswamy v. Union of India, Shreya Singhal v. Union of India, and others, the paper highlights 

how judicial pronouncements have attempted to fill the legislative voids. 

Despite these interventions, significant Limitations persist, including outdated laws, lack of digital 

literacy, cross-border enforcement issues, and inadequate infrastructural support. In the Suggestions 

section, the paper recommends legislative reforms, international collaboration, a uniform 

cryptocurrency policy, and increased capacity-building among law enforcement agencies. 

The Conclusion encapsulates the necessity of a proactive, inclusive, and technology-neutral legal 

framework that not only adapts to but anticipates future digital disruptions. As India positions itself 

as a digital superpower, “reloading” its cyber legal infrastructure becomes imperative for 

safeguarding digital rights, ensuring national security, and fostering a trustworthy cyberspace for the 

generations to come 
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INTRODUCTION 

The cyber realm has evolved into a parallel existence, influencing our identities and lifestyles to such a 

degree that the prospect of a day without a mobile phone or an internet-enabled device evokes a sense of 

paralysis, particularly among younger users. This signifies that technology and human existence are 
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inextricably intertwined. Our day commences with the exchange of 'good morning' greetings and concludes 

with a status update. Cybercrimes are the offspring of cyberspace, resulting from the intent of 

cybercriminals and originating mostly from the lack of cyber regulation.1 An analysis of the word cyber law 

reveals its association with legal matters pertaining to computers and the Internet, encompassing multiple 

domains such as privacy concerns, jurisdictional issues, intellectual property rights, and numerous other 

legal enquiries.2 Cyber-crimes possess a worldwide, global, or transnational character. The principle of 

piracy, or piracy jury gentium, posits that piracy constitutes an offence against all nations. This principle 

similarly applies to cybercrimes, albeit with certain limitations, including the nature of the offence, the 

relevant jurisdiction (national or international), the number of victims (individuals, organisations, or 

multiple countries), the nationality of the cybercriminal or the victim, and considerations regarding network 

involvement and extradition laws. Cybercrime has presented law enforcement authorities with novel 

obstacles due to the Internet's anonymous character, which exacerbates and deepens the issues. 

 

CRACKS IN THE CODE: EMERGING CHALLENGES IN CYBER LAWS 

1. Artificial Intelligence and Legal Liability 

The legal sector is seeing economic expansion due to the incorporation of artificial intelligence, which 

automates duties such as document review, contract evaluation, and legal research. This enables legal 

professionals to execute tasks efficiently and with enhanced precision. Data analytics has illuminated the 

impact of AI on legal practitioners. A McKinsey study revealed that AI might reduce the time lawyers 

dedicate to document review by up to 80%. Furthermore, AI-powered contract analysis tools have exhibited 

a greater proficiency in identifying potential hazards and legal issues than human capabilities. Moreover, AI 

enables the expedited generation of legal documents and more accurate predictions of judicial outcomes 

than human capabilities allow. In the 2023 legal dispute between Christian and M/s The Shoe Boutique, the 

Delhi High Court clarified that AI technologies should assist legal processes but not replace human 

evaluation. AI techniques are most efficacious when employed for scholarly pursuits and enhanced 

comprehension. The Delhi High Court's decision underscores the critical importance of human judgement in 

the judicial system, while simultaneously advocating for a thoughtful integration of AI. This ruling has 

revealed several crucial points. The decision does not completely prohibit the use of AI in the legal domain; 

instead, it clarifies that AI is appropriate for preliminary understanding and investigation. The High Court of 

Haryana and Punjab recently employed Chat GPT to examine and identify a bail case. 

 

2. Cross-Border Jurisdiction Issue 

The notion of territorial jurisdiction within the IT Act is insufficient. Sections 46, 48, 57, and 61 pertain to 

jurisdiction over the adjudication procedure and associated appeals, whereas Section 80 addresses a police 

officer's power to access public locations and conduct searches for cybercrimes. Cybercrimes predominantly 

entail the use of computers, making it challenging to ascertain which police station holds jurisdiction when, 

for example, an individual's email is compromised from a remote location, maybe in another state. 

Investigators frequently refuse to accept accusations owing to jurisdictional concerns. In contrast to 

conventional crimes, where tangible evidence such as firearms or fingerprints is easily obtainable, it is 

difficult to retrieve and display information from computer systems in the digital domain. The application of 

territorial jurisdiction in the Information Technology Act is inadequate. Additionally, it is included in 

section 80, which addresses the authority of law enforcement to access and examine public areas for cyber 

offences. Given that cybercrimes predominantly occur via computer systems, determining the appropriate 

police precinct with jurisdiction becomes complex when, for example, an individual's email is breached 

from a distant location in another state. Detectives frequently hesitate to address allegations owing to 

concerns around jurisdiction. Unlike conventional crimes, which often yield tangible evidence such as 

                                                      
1 Abhas Srivastava & Shriya Agarwal, Cyber Space and Cyber Crime, (Nov 16, 2014) 

https://www.lawctopus.com/academike/cyber-space-and-cyber-crime/ 
2 Cyber Crimes in India: An Introduction, Vakilno1.com https://www.vakilno1.com 
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firearms or fingerprints that can be readily presented in court, cybercrimes create significant challenges. 

Acquiring and presenting data from computer networks in compliance with legal standards can be 

challenging. 

 

3. Technological Issues 

Another prevalent developing technology, Big Data, presents significant security and privacy problems. 

Much of the study has been on Big Data, particularly in relation to business, applications, and information 

processing; nonetheless, the technology itself remains a significant concern. Emerging technologies such as 

cloud computing provide a substantial cyber danger, given their extensive application in data storage and e-

governance. Considering the prior shortcomings in addressing the challenges and risks associated with cloud 

computing, the threats of unauthorised access to identifiable and private information—data that could 

adversely affect individuals if misappropriated—are paramount. Additionally, the risk of breaching trade 

secrets, losing confidential information, and/or intellectual property constitutes another significant concern. 

Therefore, we must approach these issues with a robust focus on privacy and security to effectively tackle 

the myriad challenges posed by Big Data, including the implementation of suitable encryption and 

decryption algorithms, secure retrieval of encrypted data, and ensuring the reliability and integrity of Big 

Data. 

 

4. Dark Web and Cyber Crime 

From a criminological perspective, we get significant insights into the elements that facilitate the 

proliferation and growing intricacy of cybercrime on the Dark Web. According to RAT, a crime occurs 

when three variables converge: an individual intent on committing an offence, a vulnerable victim, and 

insufficient protective measures. The clandestine nature of the Dark Web provides criminals substantial 

immunity from detection and prosecution, creating an environment conducive to the identification of 

vulnerable targets, such as inadequately secured systems or organisations with deficient cybersecurity, while 

encountering minimal risk of capture. 

 

5. The Impact of Anonymity and Deterrence: 

Individuals participating in cybercriminal activity on the Dark Web frequently consider themselves exempt 

from legal accountability due to the intricacies involved in investigating transnational digital offences. The 

conviction that they have evaded retribution is undoubtedly prevalent among several cybercriminals, 

facilitating the justification of their actions. In contrast to physical crime, which inflicts tangible harm, 

cybercrime frequently involves remote victims with whom the perpetrator has no direct interaction, resulting 

in a diminished sense of accountability.3 

 

6. Cryptocurrency and Blockchain Technology 

The blockchain is mostly associated with virtual currencies. This is a digital means of exchange that 

leverages decentralized networks to enable transactions to activate exchange, and this is also protected by a 

form of two-key usage instead of a single key. 

 

CRYPTO & THE LAW: NAVIGATING THE LEGAL MAZE OF DIGITAL CURRENCIES 

For something to be considered money, it must serve three primary functions: 

• A generally accepted form of medium of exchange is needed to facilitate the exchange of goods for the 

good of society. 

• Our unit of account must be a store of value! Money must also be able to be stored and used later so 

that it retains its value. 

                                                      
3 Sheetal Temara The Dark Web and Cybercrime: Identifying Threats and Anticipating Emerging Trends, 

(Oct 10, 2024) https://doi.org/10.20944/preprints202410.0147.v1 
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1. Consumer Protection 

These transactions are based on peer trusts and a system of promoters. These transactions involving bitcoins 

are risky because they lack minimal consumer protections, such as refunds related to disputes between 

merchants and customers. If you are the victim of a breach, you may not be able to show sufficient legal 

evidence to prove the damages. Most of the stories associated with cryptocurrencies are negative and reflect 

the weaknesses of the system. 

 

2. Cryptocurrency-Driven Illegal Activities 

The use of cryptocurrencies enables money laundering because they offer substantial anonymity, which is 

not absolute when combined with the TOR system. These digital currencies function globally and maintain 

simple storage capabilities, yet they prevent unauthorized access from law enforcement agencies through 

advanced encryption techniques known as wallet systems. Hackers find Bitcoins to be an ideal payment 

method. The Deep Web is used to purchase drugs, pornographic material, forged documents, weapons, and 

ammunition. 

The Finance and Corporate Affairs Minister was remarking about the government of India, amidst of 2018 

budget presentation, that the government is does not recognize crypto in a legally tendered status. He is 

explaining 2 objectives. Usage of cryptocurrencies is not prohibited, and revocation and remedial course 

cannot be sought for actions pursuant to dealing in cryptocurrency in India, which indicates that 

cryptocurrencies have lost trust as a means of payment and settlement in India. 

 

3. Data Protection and Privacy Concerns in Cyberspace 

Few regulations explicitly address data privacy in a precise manner. Section 72 of the Information 

Technology Act establishes accountability for violating confidentiality and privacy. Section 43A also 

assigns liability for data protection breaches, but only regarding sensitive personal information. Any 

company managing such data must safeguard its privacy. The 2011 sensitive data protection rule, under 

section 38, defines information or personal data that includes individuals' financial and private details. 

Recently, a bill related to data protection was introduced to the legislature to protect data. While the Bill lacks 

a definition of privacy, it centers on protecting individuals' personal and sensitive personal data. The Bill 

intends to supersede all existing regulations directly or indirectly concerning privacy. It aims to prevent any 

individual from collecting, sharing, processing, disclosing, or otherwise handling another person's data 

unless compliant with the proposed Bill. The Bill seeks to secure citizens' data. Notably, data on social 

media platforms receives no privacy protection. The heavy reliance on computers for data retention and 

information distribution through internet communication makes users vulnerable to information theft 

through spyware and computer bugs, and cookie-based website data collection systems. The social 

networking profiles of users on LinkedIn, Twitter, Facebook, and Instagram face high risks of unauthorized 

access by intruders who manipulate and misuse personal data, thus causing privacy violations for social 

media users. Email attachments that contain malware represent a security risk, which allows the sender or 

unauthorized intruders to obtain personal details of mail recipients. Children who access the internet remain 

vulnerable targets because all information they input can be easily tracked by cybercriminals. 

 

4. Cyber Warfare and National Security 

“In the 21st century, cyber warfare is a major threat to global safety. Its emergence has created substantial 

issues concerning the use of international rules for protecting non-combatants. Cyber- attacks are not just a 

new type of battle; they also occur when armed conflict laws are struggling with increased civilian 

involvement, more imbalance, and technological progress. The shortcomings of current international law, 

problems in pinpointing cyberattacks, and effects on national independence add to the difficulty. Although 

there have been attempts to tackle these problems, like the Tallinn Manual, much more must be done to 

create complete legal rules that can effectively control cyber warfare. International teamwork, better 

https://www.ijaidr.com/


 

Journal of Advances in Developmental Research (IJAIDR) 

E-ISSN: 0976-4844   ●   Website: www.ijaidr.com   ●   Email: editor@ijaidr.com 

 

IJAIDR25021530 Volume 16, Issue 2, July-December 2025 5 

 

identification skills, and greater cybersecurity learning and understanding are all vital parts of this effort. The 

international group can only expect to lessen the dangers of cyber warfare and ensure the strength and safety 

of the world's digital systems by dealing with these issues.”4 

 

5. International Cooperation 

“Since cybercrimes frequently go beyond national boundaries, probing and trying them becomes especially 

complex. Many cybercriminals function from various nations, which complicates establishing jurisdiction 

and implementing legal measures. The absence of worldwide collaboration in cybercrime investigations 

makes the procedure more difficult, as nations might have differing judicial systems, regulations, and 

methods for managing cybercrimes. Sometimes, those who perpetrate cybercrimes might operate from areas 

with inadequate or nonexistent cyber regulations, which makes it even harder for Indian officials to pursue 

legal action. The worldwide characteristic of cybercrimes, like hacking, phishing, and cyber terrorism, 

necessitates increased collaboration among countries to efficiently confront these dangers. India ought to 

bolster its global partnerships to handle cross-border cybercrimes. This encompasses forming pacts with 

other countries for the handover of cybercriminals, exchanging details on cyber threats, and working 

together on creating global cyber law norms. Increased global cooperation will improve India's capacity to 

fight cybercrimes that take place across jurisdictions and offer a more unified global reaction to cyber 

threats.”5 

 

TURNING POINTS IN INDIAN JURISPRUDENCE: A STUDY OF LANDMARK JUDGMENTS 

1. Shreya Singhal v/s Union of India6 

A landmark case played a vital role in shaping the development of cyber law in India, as it ruled that Section 

66A of the IT Act was unconstitutional. According to 66A, anyone sending "offensive" or "menacing" 

messages via the internet could be penalized. Critics maintained that Section 66A was a violation of the 

right to free speech, and the provision was too broad. It could easily be misused and abused for the 

suppression of free speech. In this case, the Court stated that this law violates the free expression provision. 

This ruling emphasized that it can be difficult for lawmakers to separate censorship of harmful content on 

the web and the free constitutional freedoms that the Constitution of India provides individuals. To that end, 

the Shreya Singhal case was now a precedent case for Indian lawmakers to attempt to create legislation for 

more meaningful purposes. The Shreya Singhal case was extremely important in forming India's cyber laws, 

and the ruling was significant in creating some precedent for the protection and defense of digital rights and 

responsible use of the internet. 

 

2. Avnish Bajaj Vs State (NCT of Delhi)7 

It is a milestone judgment on Indian cyber law concerning e-commerce and liability of intermediaries in 

cyberspace. Avnish Bajaj, the proprietor of the e-marketplace Bazee.com, was charged with selling and 

distributing obscene content when one of the sellers on his site uploaded a pornographic CD without his 

knowledge. The court analyzed the liability of the intermediary for third-party site information. Decision led 

to establishing better guidelines and regulations for internet intermediaries, which inspired subsequent 

legislations like the Information Technology (Intermediary Guidelines) Rules. Overall, Avnish Bajaj was 

decisive in regulating the legal environment of e-commerce, the regulation of online content along with the 

liability of intermediaries in India with internet. 

 

                                                      
4 Ritesh Kumar, Cyber Warfare and Global Legal Challenges, V INT” L J.INNOV.RES.LAW (IJIRL) 1311 
5 Saraswat Pathak & Dr. Vir Vikram Bahadur Singh, “A Critical Study on Legal Framework of Cyber Law 

in India,” VII IJFMR6-7(2025) 
6 Shreya Singhal v. Union of India, MANU/SC/0329/2015. 
7 Avnish Bajaj v. State (NCT of Delhi), MANU/DE/1357/2004. 
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3. Google India Pvt. Ltd. v. Visaka Industries8 

This is a landmark ruling relating to the liability of internet intermediaries for defamatory or injurious third-

party material. In the case, Visaka Industries, a manufacturing company, sued Google India for carrying 

defamatory content on its blogging site. The main legal question was whether Google, being an 

intermediary, could be made liable for material posted by users. The court, by analyzing the case, looked 

upon the “safe harbour” immunity under section 79 of the Information Technology Act, 2000. It was held 

that the intermediaries are not necessarily liable for third-party material but may lose this immunity if they 

do not act once alerted to the offending material. This ruling reaffirmed the doctrine that although freedom 

of expression should be safeguarded, intermediaries are obligated to act responsibly when illegal content is 

brought to their attention. 

 

4. K.S. Puttaswamy v. Union of India9 

A unanimous ruling by a nine-judge bench of the apex court found that privacy is a right under the 

Constitution of India. The case was brought by Justice K.S. Puttaswamy (Retd.) concerning the 

constitutionality of the Aadhaar biometric identification system, and several concerns arose regarding the 

state's collection and use of personal data. Such implications and implications of this ruling have been cited in 

many digital rights, data breach, and surveillance-related cases and have also directly impacted the drafting 

of India's Digital Personal Data Protection Act, 2023. K.S. Puttaswamy v. Union of India importantly 

altered the landscape of law relating to digital privacy as well as constitutional principles guiding the 

treatment of personal data in cyberspace. 

 

5. Sabu Mathew George v. Union of India10 

This case is a prime example of how the Indian judiciary has reacted to the abuse of digital platforms and 

search engines against statutory laws. The petitioner, Dr. Sabu Mathew George, went to the apex court 

requesting regulation of search engines such as Google, Yahoo, and Microsoft, which were showing 

advertisements and search results for prenatal sex determination, contrary to an express legal ban under the 

Pre-Conception and Pre-Natal Diagnostic Techniques (PCPNDT) Act, 1994. This case reaffirmed the duty 

of internet intermediaries to respect Indian law and illustrated the judiciary's increasingly central role in 

fashioning cyber law on social and ethical questions. 

 

LIMITATIONS 

The constantly changing nature of cyber threats and technologies complicates the task of considering all 

developments in detail. Few of the international outlooks and recent international agreements or cyber 

intrusions might not be touched upon because of India-centric jurisdictional attention. The limited access to 

privacy of legal proceedings or classified cybercrime information also limits in-depth insight into real-time 

problems of enforcement agencies. 

 

CONCLUSION 

Cyber law has emerged as a crucial element of the modern legal framework due to the growing dependence 

on cyber technologies. The progression of cyber law in India, marked by significant legal developments and 

pivotal rulings, reflects the growing acknowledgement of the necessity for efficient regulation of 

cyberspace. The rapid advancement of technology presents new concerns such as cyber warfare, data 

breaches, privacy violations, and intermediary accountability. Despite existing legal frameworks, like the IT 

Act of 2000 and judicial decisions, fresh risks expose the ongoing deficiencies. Fortifying legal frameworks, 

enhancing international collaboration, promoting digital literacy, and advocating for proactive policy 

reforms are essential to ensuring that cyber law is robust, resilient, and centred on rights. Ultimately, 

                                                      
8 Google India Pvt. Ltd v. Visaka Industries, MANU/SC/1708/2019. 
9 Justice K.S. Puttaswamy (Retd.) & Anr. v. Union of India, MANU/SC/0911/2017. 
10 Sabu Mathew George v. Union of India, MANU/SC/1545/2016. 
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addressing these emerging concerns necessitates more than legal reforms; it requires a comprehensive, 

multi-stakeholder approach to reconcile innovation, security, and civil rights in the digital realm. 
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