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Abstract:

The integration of Private 5G (P5G) networks with Edge Artificial Intelligence (Edge Al) signifies a
fundamental change in industrial architecture, enabling the transfer of computational intelligence from
centralized clouds to the network edge. This research paper examines how these technologies come
together, focusing on their application in advanced manufacturing, predictive maintenance, and
autonomous systems. By leveraging the deterministic connectivity provided by 3GPP Releases 16 and 17,
specifically Time Sensitive Networking (TSN) and Ultra-Reliable Low-Latency Communication
(URLLC), industrial companies can now support mission-critical Al workloads that require response times
in the milliseconds range. We analyze architectural frameworks that leverage Multi-Access Edge
Computing (MEC) for "split inference" and smart orchestration, as described by protocols such as OPC
UA over 5G. Additionally, this study explores specific algorithmic enhancements in cloud robotics,
including FogROS2 and OROS, which help reduce latency and energy consumption for mobile
autonomous units. Case studies from John Deere, Hitachi, and Sandvik demonstrate the practical
feasibility of these systems. The findings show that private wireless infrastructure serves not just as a
connectivity link but also as a crucial data plane for real-time edge inference, enabling autonomous, self-
optimizing factories and enhancing data sovereignty.

Keywords: Private 5G, Edge Al, Industrial IoT, Time Sensitive Networking (TSN), Predictive
Maintenance, Cloud Robotics, Industry 4.0.

I. INTRODUCTION

The shift to Industry 4.0 and Industry 5.0 focuses on resilient, human-centered, and sustainable operations
rather than just automated efficiency. This transition requires infrastructure capable of supporting massive
machine-type communication (mMTC) and ultra-reliable, low-latency control loops that traditional
connectivity solutions cannot reliably deliver [1]. While wired networks like Ethernet and Fieldbus are
dependable, they lack the flexibility needed for modular production lines and mobile robotics. Conversely,
public cellular networks often fail to meet the strict data sovereignty and deterministic latency
requirements of industrial operational technology (OT) [2].
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The integration of Private Wireless networks, especially Private 5G (P5G) and Private LTE, with Edge Al
offers a solution to these challenges. In this setup, the "edge" operates as a flexible zone where data is
processed locally, often co-located with the private cellular core, a concept known as "colo edge." This
approach addresses the "data gravity" issue, where the large volume of sensor data produced by modern
factories makes transmitting it to a central public cloud too costly and slow for real-time inference [3].
This paper explores the technical mechanisms that enable this convergence. It examines how P5G
networks support high-bandwidth video for computer vision and ultra-low latency commands for
autonomous mobile robots (AMRs), serving as the neural core of "smart factories." It evaluates the role
of specific orchestration algorithms, such as NetROS-5G and FogROS2, in balancing compute offloading
with network latency. Finally, it considers security concerns within this integrated architecture, including
vulnerabilities in 5G cores and how Federated Learning can enhance privacy.

II. ARCHITECTURAL FRAMEWORKS AND STANDARDS

The successful deployment of Al at the edge depends on a closely integrated architecture spanning the

device, the radio access network (RAN), and the local computing infrastructure.

A. The Edge-Cloud Continuum

The architecture for industrial Al is becoming more distributed. "Edge AI" in this context refers to

performing machine learning inference on compute resources that are physically close to the data source,

within the private network's firewall [4].

e Colo Edge: This is the main deployment model for Private 5G, where the telecom edge computer is
located on the enterprise's premises. This configuration guarantees that sensitive production data
never travels over the public internet, meeting strict data sovereignty and residency requirements [3].

e Split Inference: For complex Al models (e.g., Large Language Models or high-fidelity computer
vision), the architecture uses "split inference." The initial layers of a neural network may run on the
device (camera/robot), while deeper, more compute-heavy layers are offloaded to the local MEC
server via the 5G link. This balances on-device power use with the computational capacity of the edge
server [5] [6].
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B. 3GPP Release 16 and 17: The Industrial Enablers

The feasibility of using cellular technology for industrial control depends on specific features standardized

in 3GPP Release 16 and 17.

e Time Sensitive Networking (TSN): Release 16 introduced the ability for the 5G system to serve as
a transparent "logical bridge" to IEEE 802.1 TSN networks. By synchronizing with the Generalized
Precision Time Protocol (gPTP), the 5G network can transmit Ethernet frames with deterministic
latency, which is crucial for coordinating motion control between multiple robots [7].
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e Ultra-Reliable Low-Latency Communication (URLLC): This feature set ensures 99.999%
reliability and sub-millisecond radio latency, allowing 5G to substitute wired connections for safety-
critical applications [8].

e 5G LAN: This feature enables the 5G network to simulate a Local Area Network (LAN), supporting
Layer 3 PDU sessions that provide direct IP-based connectivity between Programmable Logic
Controllers (PLCs) without the need for complex tunneling overhead [9].

C. Protocols: OPC UA and MQTT over 5G

To integrate with legacy and modern industrial systems, P5G networks must utilize standard OT protocols.

e OPC UA over 5G: The Open Platform Communications Unified Architecture (OPC UA) is the
standard for machine-to-machine communication. The combination of OPC UA Pub/Sub
(Publish/Subscribe) with 5G TSN enables real-time, deterministic data exchange between controllers
and edge servers [10].

e MQTT Bridge: For predictive maintenance sensors, data is often collected by industrial 5G gateways
(such as Teltonika TRB500). These gateways translate serial protocols (Modbus, DNP3) from legacy
machines into MQTT messages, which are then sent over the 5G network to an edge broker for
analysis [11].

II1. REAL-TIME DATA PROCESSING IN MANUFACTURING
In the manufacturing industry, the merging of P5SG and Edge Al is advancing the creation of "self-
configuring" factories and automated quality control systems.

A. Computer Vision for Quality Inspection

Automated Optical Inspection (AOI) creates huge bandwidth demands. A single 4K camera can overload

a Wi-Fi channel, but a P5G network can handle high-density camera setups.

e Hitachi Case Study: In a trial at Hitachi Astemo's plant in Berea, Kentucky, a Private 5G network
connected 4K cameras monitoring an assembly line. The video feeds were streamed to an on-premise
AWS Snowball Edge device running Hitachi's video analytics. The high uplink capacity of the 5G
network enabled the system to inspect 24 assembly components simultaneously, significantly
outperforming manual inspection rates [12] [13].

e Defect Detection Mechanism: The edge server uses Convolutional Neural Networks (CNNs) to
detect defects. When a defect is identified, a control signal is sent back via the low-latency 5G
connection to a diverter arm, which immediately rejects the part. This "local loop" ensures zero-defect
production without halting the line [14].

B. Generative Al and Augmented Reality (AR)

Manufacturers are increasingly implementing Generative Al models at the edge to support human

workers.

e John Deere Case Study: John Deere deploys "retrieval-augmented assistants" (co-pilots) to assist
staff with inventory and service guidance. While basic queries work over standard connectivity,
advanced use cases, such as streaming video from AR glasses to an edge server for real-time object
recognition and overlaying work instructions, require the high bandwidth and predictable latency of
Private 5G [15].

e Generative Al Requirements: Unlike text-based LLMs, multimodal Al agents that analyze live
video feeds are "compute-bound" but "bandwidth-hungry." Private 5G acts as the dependable data
plane supporting these fast edge inference systems, allowing them to interpret the physical
environment (e.g., identifying a specific engine part) and generate context-aware instructions [15].

C. The Autonomous Self-Configuring Factory
The ultimate goal is a factory where production islands can be moved physically without rewiring.
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Stiirmsfs ag: This Swiss steel processor transitioned from Ethernet/Wi-Fi to Private 5G to create a
more flexible shop floor. Machines and workstations can be moved to support different production
runs, with the P5G network maintaining connections to the digital twin and the Manufacturing
Execution System (MES) [16].

Architecture: Synchronization between the physical layout and the "Digital Twin" relies on ultra-
low latency networks. As machines move, their positions are updated in the digital model in real time,
allowing the central orchestrator to reroute AGVs and materials automatically [17].

IV. PREDICTIVE MAINTENANCE POWERED BY PRIVATE WIRELESS
Predictive maintenance relies on ongoing equipment health monitoring to predict failures before they
occur. Private 5G facilitates the deployment of the dense sensor networks required for this level of detail.

A.

Massive IoT and Sensor Integration

Industrial environments are challenging for wireless signals because of metal interference. Private 5G
(using licensed spectrum) provides better propagation and reliability than Wi-Fi.

B.

Vibration and Telemetry: Sensors monitor critical parameters like vibration, temperature, and
energy consumption. For example, a robotic arm connected via P5G can detect signs of strain (such
as a bearing running hot) and automatically adjust settings to prevent failure [18].

Sandvik Mining: Sandvik and IBM use private wireless networks to collect telemetry from loaders
and trucks in underground mines. This data supports predictive models that enhance maintenance
schedules, which is essential in environments where retrieving equipment is complex [19].

Edge Analytics Architecture

The structure for predictive maintenance generally follows a hierarchical model:

1.

Data Ingestion: Sensors send data through MQTT/OPC UA to a local Edge Gateway [11] [20].
Edge Inference: Anomaly detection models (e.g., Isolation Forests, Autoencoders) operate on the
gateway or a local MEC server. These models compare real-time data against a "healthy" baseline
[21].

Real-Time Action: If a critical anomaly is detected (e.g., vibration > threshold), the edge system
triggers an immediate alert or emergency stop via the low-latency control plane [18].

Cloud Retraining: Only unique or unusual data patterns are uploaded to the cloud for model
retraining, optimizing bandwidth and storage costs [22].

Table 1: Connectivity Requirements for Industrial AI Applications [23]

Application Bandwidth Latency Reliability Primary AI Workload
Visual Inspection | High (>20 Mbps/cam) | Medium (<50 ms) High (99.9%) Computer Vision (CNNs)
AR Worker Assist High (>50 Mbps) Low (<20 ms) Medium (99%) Object Recognition / SLAM
Robotic Control Low (<1 Mbps) Ultra-Low (<10 ms) | Ultra-High (99.999%) | Path Planning / Collision Avoidance
Predictive Maint. Low (Periodic) High (Seconds) Medium (99%) Time-Series Anomaly Detection

V.AUTONOMOUS SYSTEMS AND CLOUD ROBOTICS
Mobile robotics is the most challenging use case for Private 5G, requiring careful balance of mobility,
latency, and computing power.

A. Computation Offloading Frameworks
Robots (AMRs, drones) have limited onboard energy and computational capacity. "Cloud Robotics"
offloads intensive tasks (SLAM, grasping) to edge servers.
e FogROS2-FT: This framework, an extension of the Robot Operating System (ROS 2), handles
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offloading ROS nodes to the cloud or edge. The "Fault Tolerant" (FT) version addresses network
variability by replicating independent, stateless robotic services across multiple nodes. It routes
requests to these replicas and takes the first response, reducing the 99th percentile (P99) "long-tail"
latency by up to 5.53 times compared to single-server setups [24].

e NetROS-5G: This system integrates 5G network slicing with edge computing to enhance Human-
Robot Interaction (HRI). It prioritizes safety-critical data flows on a high-priority network slice,
ensuring Quality of Service (QoS) is maintained even during network congestion [25].

e  OROS (Online Operation and Orchestration): OROS enhances robotic navigation and the use of
infrastructure resources. By automatically determining when to offload tasks based on the robot's
battery level and network load, OROS conserves about 15% of the robots’ energy, extending their
operational time [26] [27].

B. Reliable Mobility and Handovers

A key advantage of 5G over Wi-Fi is its ability to enable seamless handovers between radio cells as a

robot moves through a large factory.

e Vehicle Marshaling: Automotive manufacturers (e.g., Ford) use Private 5G for autonomous vehicle
marshaling, where finished cars drive themselves to parking spots. Edge servers process LIDAR and
GPS data in real-time (response time < 20ms) to coordinate the movement of hundreds of vehicles,
preventing collisions [14].

e Probabilistic Latency-Reliability (PLR): Frameworks like FogROS2-PLR actively monitor link
quality. If a robot enters a zone with a poor signal (or during a handover), the system can
probabilistically predict latency spikes and adjust the robot's speed or control strategy accordingly to
maintain safety [28].

VI. SECURITY AND DATA SOVEREIGNTY
While convergence provides operational advantages, it also brings new security challenges.

A. Data Sovereignty and Privacy

Private 5G networks are often preferred over public slices because they keep the User Plane Function

(UPF) on-site. This ensures that proprietary manufacturing data (such as yield rates and designs) never

leaves the physical facility [29].

e  Federated Learning (FL): To improve privacy, it allows edge devices to train a model together
without sharing raw data. Devices perform model updates (gradients) locally and send them to a
central server via a private wireless network. This "privacy for free" approach uses the wireless
channel for anonymous computation [30].

B. Vulnerabilities in Private Cores

The shift to software-defined networks introduces vulnerabilities in the software. Research on Azure
Private 5G Core identified critical vulnerabilities (e.g., CVE-2024-20685), including unauthenticated
signaling messages that could crash the control plane or disconnect base stations [31]. This highlights the
need for:

° Strict Control Plane Segregation: Ensuring that signaling traffic is separated from user data [31].
) Mutual Authentication: Enforcing strong cryptographic authentication between the base stations
and the 5G Core, a feature supported by 5G standards but often optional in default configurations [31].

VII. CONCLUSION
This research confirms that private 5G networks are essential for supporting the next generation of Al-
powered industrial applications. By providing a deterministic, high-bandwidth, and low-latency data
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plane, P5G allows manufacturing companies to separate intelligence from physical hardware. This

enables:

1.  Real-time Decision Making: Using split inference and local MEC, supporting features like instant
defect rejection.

2. Operational Flexibility: Through wireless connectivity that supports mobile robots and
reconfigurable production lines.

3.  Enhanced Efficiency: Through predictive maintenance and energy-efficient offloading algorithms

like OROS.

Future advancements in 6G, with integrated sensing and communication, will further merge the network
and the application. However, the architectural foundations established by private 5G and Edge Al today
are solid and rapidly evolving.
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