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ABSTRACT

The problem of cyberbullying is one of the most significant threats of the digital age when individuals of
any age can easily fall victim to it, and it can cause not only emotional stress and depression but in severe
cases, can result in self-harm and suicide. The need of an efficient content monitoring and moderation
system has become very high, in association with the fast rise of social media sites. The paper is aimed at
defining different types of cyberbullying based on the data provided in two significant sources: hateful
and abusive tweets on Twitter and personal comments on attacks on the Wikipedia discussion forums.
Such data sets are used to learn about various trends of internet harassment among sites. In order to ensure
the detection of harmful content is done with reasonable precision there were three feature extraction
methods employed to process and represent textual data and four machine learning classifiers which were
applied to identify the best detection model. The performance of the system was assessed according to
common metrics and the level of results indicated high effectiveness. The optimal model attained above
90 percentage rate in twitter data and above 80 per cent rate in Wikipedia data. The results demonstrate
the opportunities of machine learning-related solutions in enhancing the level of online safety and
advancing the creation of credible content moderation frameworks.

Keywords: cyberbullying, machine learning, convolutional neural network, deep learning, feature
extraction, text classification.

INTRODUCTION

Social media is a crucial aspect of modern society, and it brings people together, enables them to
communicate and exchange ideologies, as well as providing a convenient way to access information
effectively. Most of these platforms are used in personal communication and entertainment as well as
professional networking. But, with the positive side to their presence, data shows that social media
networks have also opened up possibilities of abuse. Unethical actions and activities that are harmful to
the environment are not always noticed at their onset and are sometimes realized when it is too late and
there is no time to do anything about it.

The issue of cyberbullying has been popular among teenagers and young adults because they spend much
of their time online. Insulting, threatening or passing untrue information about other users are among the
negative behavior that many users are involved in. In other instances, it is considered as a joke or some
harmless teasing hence people do not see the negative impact. Consequently, this may cause the victims
to feel neglected and unassisted hence emotional distress.
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When dealing with a digital setting, getting the actual meaning behind what a certain individual says is
not always easy. The very things said may seem funny to one individual, and offensive to the other. Due
to this, most of the victims are afraid of reporting abuse thinking that they should not take such remarks
into meaning. In the long-term, the experience of such behavior repeatedly may influence the confidence,
mental state, and health of the person in general.

Cyberbullying refers to the act of cybertechnology to harass, threaten, or emotionally injure other people,
and in severe forms, it can be extremely dangerous to the life of the human beings. Depression and social
isolation can also be faced by victims and sometimes may result in tragedies. As such, cyberbullying needs
to be monitored, and avoided at an early stage. Online forums and platforms can be used to establish a
more secure and generating online space by identifying bad behaviors and acting before it becomes too
late.

OBJECTIVE:

The essential reason of the device is to stumble on cyber threats in social networks the use of machine
gaining knowledge of algorithms. The following look at makes use of records on varieties of
cyberbullying: hate tweets on Twitter and personal assaults on Wikipedia boards.

LITERATURE SURVEY

Various scholars have suggested various methods of identifying cyberbullying in the social media
platforms through data mining and machine learning. Ting et al. [1] introduced a framework that employs
social network mining that takes into account the concept mining, social network analysis, and keyword
matching to detect abusive behavior. Their research indicated that early detection is a crucial practice that
will help cyber threats to be prevented to become threats in reality. Both their analysis of the text and user
communication offers an efficient means of establishing the dangerous patterns of the communication as
well as judging their effectiveness by means of experiment.

The problem of trolling and harassment anonymity and the use of fake accounts on Twitter was considered
by Galan-Garcia et al [2]. They suggested an assisted machine learning system that can examine user-
created material and behavior pattern in order to detect malicious accounts. One of the real-world case
studies that determined them involves their work at a primary school setting where the system was capable
of identifying and averting a cyberbullying event. This study revealed that machine learning methods can
be used practically in terms of early intervention and online safety.

The paper by Mangaonkar et al. [3] aimed to enhance the effectiveness of systems of detecting
cyberbullying by countering the drawbacks of the conventional offline services. They came up with a
joint-detection model fundamentally built around the principles of combinatorial computing to facilitate
latest analysis of Twitter information. Their model enables many calculation units to collaborate with one
another which leads to the enhancement of the speed of detection and the accuracy of the decision. It was
experimentally demonstrated that the collaborative model suggested provides better performance than the
traditional offline detection systems.

As noted by Zhao et al. [4], most of the current cyberbullying detector solutions are based on basic
classification of text and lack importance of certain features that can be attributed to bullying. In order to
eliminate such a limitation, they proposed a learning framework based on features which uses word
embeddings, as well as weighted bullying indicators. The support vector machine classifier used was linear

IJAIDR26011792 Volume 17, Issue 1, January-June 2026 2



https://www.ijaidr.com/

Journal of Advances in Developmental Research (IJAIDR)

E-ISSN: 0976-4844 e Website: www.ijaidr.com e Email: editor@ijaidr.com

and the expanded offensive word list and contextual features were used to process the features. Tests of
Twitter datasets showed that they improved more than the baseline models.

Banerjee et al. [5] suggested a framework that detects cyberbullying based on deep learning and utilizing
Convolutional Neural Networks. They stressed that the accelerated technological innovations have not
only enhanced internet-based communication but also e-crimes. Their system is able to learn complicated
patterns over text data without manually extracting features. The results of the experiment showed that the
deep neural network model proposed is more accurate and robust than the classical machine learning
methods.

In general, these works show that cyberbullying detection stemmed out of simple keyword-based
algorithms up to more sophisticated machine learning and deep learning systems. Social network analysis,
supervised learning techniques, collaborative computer techniques, feature engineering, and deep neural
networks are some of the techniques that are essential in building effective and dependable cyberbullying
detection system. These strategies can help make the online places less unsafe and threatening.

EXISTING SYSTEM:

Cyberbullying is using era to bother, threaten, harass, or assault another man or woman. Often this cyber

warfare poses a real danger to human lifestyles. Some even went as a long way as to make themselves

aware of loss of life. Patsy Callan-Garcia et al. Since the troll (cyberbully) usually has a real social network

profile beneath a fake profile, they confirmed a speculation that proves how different human beings could

see the faux profile. They have proposed a machine studying method to perceive such profiles. The process

of understanding is tested via some folks who are related in a few ways. The approach used changed into

to select profiles to study, extract facts from the tweets, use selected capabilities from the profiles, and use

machine learning to become aware of the author's tweets.

Mangonkar et al proposed a collaborative detection technique wherein several detected nodes are linked

to every different, wherein every node makes use of a distinctive or comparable algorithm, and the facts

and consequences are combined to generate an impact. P. Zhou et al proposed a concentration-based

totally B-LSTM approach. Banerjee et al used KNN in a new scheme to achieve 93% accuracy.

Disadvantages Of Existing System:

e Low accuracy

e Existing computer strategies look for patterns already gift inside the facts.

o Existing computerized strategies are manual strategies in large part dependent on human intervention
and choice making.

PROPOSED SYSTEM:

Cyberbullying detection This mission addresses the binary class problem wherein we stumble on the two
fundamental styles of cyberbullying: hate speech on Twitter and private assaults on Wikipedia, and
suggest whether cyberbullying is gift or now not.

The proposed system uses: an aid vector machine (SVM) for hate speech on Twitter and a random
woodland classifier for personal assaults. SVM specially used to construct a hyperplane, which
bureaucracy the boundaries between facts factors in an (n) dimensional area with object numbers. This is
the highest quality loss feature, the important thing to optimizing the restriction characteristic. Linear SVM
is used in this example: It is optimized for linearly separable information. If there are 0 misclassified, that
means the kind of facts point is correctly predicted by means of our model, we most effective need to
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exchange the slope within the equation arguments. A random forest includes many particular bushes, each

of which predicts the lessons so one can fulfill the query points, and the final sentence is a category of

multiple sentences. Decision trees are constructing blocks for random forests that offer predictions the
usage of rules derived from function vectors. This set of spanning trees offers greater accurate effects for
category or regression.

Advantages of Proposed System:

e The proposed machine shows us that the accuracy of the aid vector device for detecting cyberbullying
content material is ready 96%, that is higher than the existing system. Our model will assist humans
avoid attacks on social networks.

e The proposed device goes similarly than what happened inside the past and simplest lets in predicting
future outcomes primarily based on existing records in preference to searching out styles.

e The effects of the proposed gadget are more correct than the existing system.

MODULES

Implementation Of Modules:

e Data Collection

e Dataset

e Data Preparation

e Model Selection

e Analyze and Prediction

e Accuracy on test set

e Saving the Trained Model

Modules Description:

Data Collection: Any machine learning system is built on a data collection. In this project, the data was
collected on the Twitter Hate Speech and Wikipedia Attack datasets which are credible and publically
available sources of relevant data. These data were saved in the project folder so that they can be easily
accessed. Collecting data properly will make sure that the model is trained on different and realistic
examples of cyberbullying behavior, which will enhance its prediction of such behavior in real-world
situations.

Dataset: The data is organized in records, which have texts and their respective labels. Attributes that can
be found in the Twitter data include unique identifier, class label that can be attack or non-attack and text
of the tweet. The Wikipedia data has comment text, comment year, as well as review ID and attack type.
These datasets offer adequate samples to train the machine learning models and also to test the models on
real user interaction on social media sites.

Data Preparation: Data preparation entails the process of cleansing and sorting raw data to prepare it to
be used in the analysis. Unnecessary columns were also eliminated and records with missing values were
dropped in this step. Preprocessing text based tasks like special character removal, punctuation and stop
word removal, stemming as well as tokenization were put into practice. The text data were then
transformed into numbers using Feature extraction techniques. To represent text data, TF-IDF and count
vectorizers had to be used to perform the process of vectorization.

Model Selection: The process of selecting the most appropriate machine learning algorithm to the
available problem is called model selection. The Support Vector Classifier (SVC) was applied to the
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Twitter data in this project because it has a good performance in text classification. In the case of the
Wikipedia data, it was chosen to be the Random Forest Classifier due to its strength and capacity to operate
on massive data. The selected models were determined on the basis of accuracy, efficiency as well as
reliability.

Analysis and Prediction: New and unknown data were analyzed with the previously selected models
after training them. The system works with the coding of the user input as the preprocessing and extraction
of features which has been applied in the training. The trained model will then approximate whether the
text given is an attack or not. The current module allows identifying cyberbullying content in real-time
and helps to intervene early.

Accuracy on Test Set: The precision of the test set tests the efficacy of the trained model. The data set
was split into a section to be tested. The trained SVC model had a high accuracy of 96.02 on Twitter data,
whereas the Indexing of the Random Forest model had 99.02 on Wikipedia data. These level of high
accuracy values are used to show that the models are good in detecting abusive content.

Saving the Trained Model: After the satisfactory performance of the model was attained, it was saved to
be used later. The trained models were saved in PKL (Pickle) format making it easy to load without having
to retrain them. It aids in lowering the computation cost and gives the prediction consistency in
deployment. It is possible to directly integrate saved models to web or desktop applications.
Deployment and Usage: Having saved the trained models, they can be fielded into practical use in web-
based systems or social media monitoring systems. The installed system will receive information via the
user and preprocess the text and determine whether it has the contents of cyberbullying. With this module,
the users, administrators, and moderators can easily keep track of online content and take the necessary
steps to ensure that the digital environment is safe.

SYSTEM IMPLEMENTATION

System Architecture

The definition of necessities and organization of a higher level of system is connected with the description
of standard software actions. The numerous pages and their interactions are detailed and planned in the
architectural layout. Identified and decomposed into method gadgets and records structures are the basic
elements of the software and the interrelationship amongst the devices is outlined. Modules that will be
defined in the proposed gadget are illustrated below.

RESULT AND DISCUSSION

In this take a look at, we used 5 machine learning algorithms and studied them cautiously to discover the
algorithm with the satisfactory accuracy amongst these 5. To find out which set of rules is better, we've
tested each of them on the identical records set in order that we can examine them greater correctly. The
five algorithms are DNN, SVM, RF, DT, NB, so first we will follow those algorithms separately within
the charts, then we will talk the result proven by all and we are able to ask which one is the great.
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CONFUSION MATRIX OF HATE SPECH ON TWITER

CONFUSION MATRIX OF WIKIPEDIA PERSONAL ATTACKS

PIE CHAT ANALYSIS
Wikipedia Personal allacks
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CONCLUSION

Online cyberbullying is dangerous and might result in death, despair, and so on. Therefore, its miles critical
to understand cyberbullying in social media. With extra statistics and higher class of consumer information
for one-of-a-kind forms of cyber assaults, cyber danger detection can be used to narrow down customers
who try to engage in such activities on social networking websites. Fax In the framework we handled
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types of information: Twitter hate speech records and Wikipedia private attacks. Natural language
processing techniques for detecting hate speech using primary gadget learning algorithms had been found
to be powerful with over 90 percent accuracy, as tweets containing hateful profanity were clean to detect.
Because of this, the fashions with Bow and Tf-Idf offer higher consequences than the Word2Vec version,
even though it turned into hard to hit upon character assaults with the same model due to the fact the idea
standards were not commonly acknowledged, although the 3 Line modes were decided on. Using the
Verb2Vec model record characteristic with a multilayer perceptron on both datasets. Combined, they
produce comparable outcomes in a distinctly small number of cases.

FUTURE SCOPE

As for destiny paintings, we need to apply the proposed method to locate cyber threats in various
languages, as social networks are very huge and now not limited to 1 language. For just one submit, we
can see patterns of conduct on social media. By recognizing styles, you may encourage users based totally
on their behavior. More studies is wanted in faculties, faculties, and other communities to decide the
satisfactory ways to save you cyberbullying.
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