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Abstract: 

Retrieval-augmented generation (RAG) systems expose proprietary documents through embedding 

indexes, rerankers, prompts, and generated answers, yet many enterprise deployments govern only the 

source repository or redact final text after generation. This paper presents SENTINEL, a governance 

and privacy architecture for enforcing authorization, purpose limitation, retention, legal hold, and 

sensitive-data controls inside the retrieval path. SENTINEL combines policy-aware retrieval, embedding 

provenance, typed sensitive-data classification, prompt-injection filtering, and an append-only audit 

ledger. We evaluate SENTINEL on a standalone benchmark spanning 1.2 million policy-labeled 

retrieval requests, 480,000 documents, 12 sensitive-data types, 7 policy classes, and 14 red-team attack 

families across supply-chain, healthcare, and financial workflows. In this controlled benchmark, 

SENTINEL reduced unauthorized context exposure from 3.84% under ungoverned dense retrieval to 

0.00% observed events (one-sided 95% CI upper bound 0.00025%, McNemar p < 0.001). It achieved 

99.2% sensitive-data leakage recall and 97.4% precision, blocked 98.6% of prompt-injection exfiltration 

attempts, and added 38 ms p95 retrieval latency over a policy-free vector-search baseline. The results 

support retrieval-time governance as a measurable control for enterprise RAG systems evaluated under 

known policy labels and red-team attacks, not as evidence of regulatory certification or universal 

protection. 

 

Keywords: retrieval-augmented generation, enterprise RAG, data governance, privacy engineering, 

access control, prompt injection, auditability, policy-aware retrieval, red-team evaluation 

 

1. Introduction 

Enterprise RAG systems fail differently from public question-answering systems. The most damaging 

failure is often not an incorrect answer, but a correct answer shown to the wrong person. A model that 

summarizes confidential supplier rebates for an unauthorized buyer, retrieves patient notes for an 

operations analyst, or includes a legal-hold document in an exportable response has violated governance 

even if every generated sentence is factually grounded. The retrieval layer becomes a new security 
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boundary because the language model can only respect access control, purpose limitation, and privacy 

constraints when the context it receives has already been filtered under those rules. 

Most enterprises already operate mature governance controls around relational databases, document 

repositories, security groups, retention schedules, and audit logs. RAG changes the enforcement surface. 

Documents are chunked, embedded, deduplicated, re-ranked, compressed into prompts, passed through 

model providers, and summarized into responses. The path from source document to generated answer 

crosses systems that were not originally designed to preserve row-level security, tenant boundaries, 

contractual restrictions, or subject-rights obligations. Embedding indexes can retain representations of 

deleted text. Prompt-injection instructions hidden inside retrieved documents can attempt to override 

system policy. Post-hoc redaction can remove visible identifiers while leaving unauthorized business 

facts intact. 

This paper argues that governance for enterprise RAG must be enforced through the retrieval stack, not 

around it. The central design requirement is policy continuity: every source object, chunk, embedding, 

retrieval candidate, prompt fragment, tool output, and response must carry enough policy context to 

justify why it was used. SENTINEL implements this requirement by treating policy as a first-class 

retrieval predicate. The system places policy enforcement points at ingestion, vector search, reranking, 

prompt assembly, generation, response filtering, and audit logging. It uses a policy decision point based 

on declarative rules, but it avoids the common failure mode of making the policy engine a ceremonial 

service that sits outside the performance-critical retrieval path. 

We focus on high-stakes enterprise deployments where governance violations have contractual, 

regulatory, or safety consequences. Examples include supplier negotiations, protected health information, 

investment research, export-controlled engineering drawings, financial reporting, employee 

investigations, and customer support systems that combine personally identifiable information with 

operational records. These environments require a measurable answer to four operational questions. Can 

retrieval preserve access control after documents are chunked and embedded? Can privacy classifiers 

prevent sensitive text from entering prompts without destroying retrieval quality? Can red-team attempts 

to exfiltrate hidden context be detected before generation? Can audit teams reproduce why a historical 

answer was allowed? 

SENTINEL is a system architecture and benchmark, not a claim of regulatory certification. We evaluate 

it using a controlled governance, privacy, and red-team benchmark constructed to stress retrieval-time 

enforcement under known ground truth. The benchmark uses synthetic and anonymized enterprise-style 

records with explicit policy labels, sensitive-data spans, user roles, purposes, retention states, and 

adversarial instructions. It is designed to be reproducible without exposing proprietary data. The study 

measures policy violation rate, sensitive-data leakage, retrieval quality under tight policies, latency 

overhead, audit replay success, and red-team exfiltration resistance against named baselines. 

This paper addresses three research questions: 

RQ1: How can access-control, purpose, retention, and legal-hold policies propagate from enterprise 

source systems through chunks, embeddings, prompts, and generated responses? 

RQ2: What latency, recall, privacy, and auditability trade-offs arise when fine-grained governance is 

enforced at retrieval time rather than after generation? 

RQ3: How robust is retrieval-time governance against prompt-injection and exfiltration attempts in a 

standalone enterprise red-team benchmark? 
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Our contributions are as follows: 

1. A policy-aware retrieval architecture: SENTINEL enforces 7 policy classes at vector-search, 

reranking, prompt-assembly, and response stages using typed policy attributes and a policy decision 

point. 

2. Embedding provenance for governance continuity: SENTINEL records source hash, chunk policy 

lineage, embedding model version, retention state, and legal-hold state for every searchable vector. 

3. A privacy classifier and prompt-injection firewall: SENTINEL combines span-level sensitive-data 

detection with input, retrieved-context, and tool-output sanitization across 12 sensitive-data types 

and 14 red-team attack families. 

4. A reproducible audit ledger: SENTINEL stores signed retrieval and generation events that replay 

99.97% of sampled historical answers exactly under frozen model, index, prompt, and policy 

versions. 

5. A standalone governance benchmark: We provide a benchmark design with named baselines, 

ablations, confidence intervals, p-values, failure analysis, and a local evidence map for all headline 

numbers. 

 

2. Related Work 

2.1 Retrieval, Embeddings, and Privacy Foundations 

Retrieval-augmented generation was introduced to ground language-model answers in non-parametric 

memory, improving knowledge-intensive natural-language processing by conditioning generation on 

retrieved passages [1]. Dense passage retrieval showed that learned embedding spaces can outperform 

sparse methods for open-domain question answering [2], while classical probabilistic retrieval such as 

BM25 remains a strong and interpretable baseline [3]. Late-interaction methods such as ColBERT 

improve retrieval quality by preserving token-level matching signals rather than compressing a passage 

into a single vector [4]. These methods improve relevance, but they do not by themselves determine 

whether a retrieved passage is authorized for a particular user, purpose, tenant, retention state, or export 

context. 

The privacy risk is not hypothetical. Large language models can memorize training examples and expose 

them under extraction attacks [5], [6]. Membership-inference research has shown that attackers can infer 

whether records were present in training data or model-accessible data under certain conditions [7], [8]. 

RAG systems add another path: the retrieved context can include sensitive records even when the model 

weights have not memorized them. The privacy boundary is therefore partly outside the model. It sits in 

ingestion, indexing, retrieval, prompt construction, and answer synthesis. 

Prompt injection widens the threat model. Red-teaming work shows that language models can be 

induced to violate intended behavior through adversarial prompts and automated attack generation [9]. 

Indirect prompt-injection attacks demonstrate that malicious instructions embedded in retrieved 

documents can compromise downstream applications that combine retrieval, tools, and generation [10]. 
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Universal adversarial suffixes and jailbreaking methods further show that aligned models can be pushed 

toward policy-violating behavior [11]. Recent RAG-specific studies sharpen this concern: RAG privacy 

attacks can extract or infer retrieval-database contents [27], [28], retrieval hijacking can steer answers 

through injected corpus text [29], and backdoor poisoning can make a single malicious document alter 

downstream behavior [30]. Security-probing frameworks for language models have also made red-team 

evaluation more systematic, although they still require application-specific success criteria for governed 

retrieval [31]. SENTINEL builds on this literature by treating prompt injection as a retrieval-governance 

problem: malicious text should not be allowed to redefine the authorization rules that determined its own 

retrieval. 

 

2.2 Governance, Access Control, and Audit Systems 

Enterprise governance has a long lineage in access-control models, data-loss prevention, audit logging, 

and information-security management. Modern security programs commonly map controls to NIST 

Special Publication 800-53, which defines families such as access control, audit and accountability, 

system and communications protection, and system integrity [12]. Zero-trust architecture emphasizes 

continuous verification and least-privilege access rather than implicit trust based on network location 

[13]. SENTINEL applies these ideas to retrieval: every query is evaluated against the user’s identity, 

attributes, purpose, tenant, and policy context at the moment candidates are selected. 

Regulatory and assurance regimes also shape the design. The General Data Protection Regulation 

(GDPR) imposes requirements around lawful processing, purpose limitation, data minimization, erasure, 

portability, and accountability [14]. The European Union Artificial Intelligence Act introduces risk-

management, data-governance, transparency, human-oversight, and record-keeping obligations for high-

risk AI systems [15]. SOC 2 Trust Services Criteria emphasize security, availability, confidentiality, 

processing integrity, and privacy controls [16], while ISO/IEC 27001 defines an information-security 

management system and control structure [17]. HIPAA and PCI DSS add domain-specific requirements 

for protected health information and payment-card data [18], [19]. NIST’s AI Risk Management 

Framework and Generative AI Profile emphasize mapped risks, documented controls, measurement, and 

governance evidence for generative AI deployments [26], [32]. MITRE ATLAS and related AI threat 

taxonomies provide adversary techniques that can seed red-team scenarios, but they do not replace local 

policy labels or domain-specific acceptance criteria [33], [34]. The Cloud Security Alliance AI Controls 

Matrix provides a complementary control catalogue for AI governance [36]. These standards and 

taxonomies do not prescribe a RAG architecture, but they do require demonstrable evidence that access, 

privacy, retention, and audit controls operate consistently. 

Policy-as-code systems provide a practical mechanism for expressing authorization and governance 

decisions. Open Policy Agent (OPA) and its Rego language are widely used for declarative policy 

evaluation in cloud-native systems [20]. Data-loss prevention systems and sensitive-data detectors, 

including open-source tools such as Microsoft Presidio, provide span-level detection of personally 

identifiable information and secrets [21]. SENTINEL uses the same engineering pattern: centralize 

policy decisions, embed enforcement points where data moves, and emit evidence that auditors can 

inspect. The difference is that retrieval pipelines require policy decisions at millisecond latency while 

preserving enough recall for useful answers. 
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2.3 Enterprise RAG and Domain Application Lineage 

Enterprise RAG differs from web search because its documents carry local business meaning and legal 

constraints. A supplier contract, patient referral, board packet, export-control memo, customer complaint, 

or incident report can be relevant to many questions, but only some users and purposes may lawfully 

retrieve it. Traditional enterprise search systems often rely on document-level access-control lists, yet 

RAG indexes commonly split a document into chunks, embed those chunks, and rerank them outside the 

original repository. If chunk metadata loses security groups, purpose labels, or retention state, the 

retrieval result can be relevant and unauthorized at the same time. 

Production machine-learning literature warns that hidden dependencies, configuration debt, and weak 

reproducibility can undermine deployed systems [22]. RAG governance has the same operational risk. 

An answer is shaped by a source snapshot, parser version, chunker version, embedding model, vector 

index, reranker, prompt template, model endpoint, policy bundle, and response filter. An audit log that 

stores only the final prompt or final answer cannot explain why a document was eligible, whether its 

retention state had changed, or whether a policy version allowed the access. SENTINEL therefore 

records lineage from source object to response. The implementation also uses modern observability 

conventions so traces, metrics, logs, and audit records can be correlated without treating runtime 

telemetry as a substitute for signed governance evidence [35]. 

The security community has also converged on application-specific guidance for LLM systems. The 

OWASP Top 10 for Large Language Model Applications identifies prompt injection, sensitive-

information disclosure, supply-chain vulnerabilities, excessive agency, and insecure output handling as 

recurring risks [23]. SENTINEL covers a narrower but deeper slice of that risk surface. It focuses on 

RAG systems where proprietary documents and regulated records enter the model context. The key 

claim is that governance must be evaluated as a measurable retrieval-system property, not treated as a 

policy document attached to a generative application. 

 

3. SENTINEL Architecture 

3.1 Design Principles and Requirements 

SENTINEL is designed around six principles. First, policy must be enforced before sensitive context 

enters the model window. Final-answer redaction is useful as a secondary control, but it is insufficient 

because the model may infer, summarize, or transform unauthorized context before redaction sees it. 

Second, the retrieval index must carry policy attributes with the same seriousness as semantic vectors. 

An embedding without tenant, owner, purpose, classification, retention, and lineage metadata is not a 

governed enterprise artifact. 

Third, privacy controls must operate at multiple granularities. Document-level labels catch broad 

confidentiality boundaries. Chunk-level labels catch sections with different sensitivity. Span-level labels 

catch names, addresses, account numbers, health identifiers, secrets, credentials, and free-text notes. 

Fourth, policy evaluation must be fast enough to sit in the online retrieval path. A governance design 

that adds seconds of latency will be disabled by product teams or bypassed by caching. 

Fifth, the system must be replayable. When an auditor asks why an answer from six months ago 

included a shipment exception, the system must reconstruct the user attributes, query purpose, candidate 

set, policy decisions, prompt fragments, model version, answer, and response filters. Sixth, the 
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architecture must fail closed for authorization and fail informatively for user experience. If policy 

metadata is missing, the retriever should exclude the chunk and emit a structured reason, not guess that 

the content is safe. 

We define seven policy classes used throughout the paper. Table 1 shows each policy class, the primary 

enforcement point, and the condition that constitutes a violation. The list is not exhaustive for every 

enterprise, but it covers the classes that appeared most often in our benchmark design and compliance 

mapping. 

 

Table 1: Policy classes enforced by SENTINEL 

Policy class Example attribute 

Primary enforcement 

point Violation condition 

Access-control list security groups, owner, role Vector-search filter and 

reranker 

User sees a chunk 

outside permitted role 

or group 

Tenant boundary tenant_id, business unit Ingestion, vector 

partition, query filter 

User retrieves another 

tenant’s content 

Sensitive-data class PII, PCI, PHI, secret, export-

controlled 

Classifier, prompt 

assembler, response 

filter 

Sensitive span enters 

prompt or answer 

outside allowed purpose 

Export restriction country, export code, recipient 

location 

Policy decision point 

and response filter 

Restricted technical 

content exposed to 

disallowed recipient 

Purpose limitation purpose label, lawful basis Query authorization and 

prompt assembly 

Content used for a 

purpose not allowed by 

source policy 

Retention and erasure expiry, deletion marker, subject 

request 

Index tombstone and 

audit replay 

Deleted or expired 

content remains 

retrievable 

Legal hold hold_id, custodian, case Retrieval and export 

controls 

Held content altered, 

deleted, or exported 

contrary to hold rule 

3.2 Threat Model and Policy Model 

The threat model covers three adversary classes. The first is an over-curious authenticated user. This 

user has legitimate access to the RAG application but asks questions outside their role, tenant, project, or 

purpose. The second is an external attacker who obtains application access through a compromised 

account and probes the retriever for sensitive material. The third is an indirect prompt-injection attacker 

who inserts malicious instructions into documents likely to be retrieved by legitimate users. We do not 

model a fully compromised cloud administrator or a malicious model provider; those require 

infrastructure controls outside the RAG pipeline. 

 

SENTINEL represents a user request as a policy tuple: 

{ 

  "subject": { 

    "user_id": "u-1842", 
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    "roles": ["supplier_manager"], 

    "groups": ["na-procurement"], 

    "tenant_id": "acme-na", 

    "clearance": "confidential" 

  }, 

  "action": "rag.retrieve", 

  "resource_type": "chunk", 

  "purpose": "supplier_risk_review", 

  "region": "US", 

  "session_risk": "normal" 

} 

 

Each candidate chunk carries a matching resource tuple. The tuple includes source identifiers, tenant, 

allowed roles, allowed purposes, classification, sensitive span types, retention state, legal-hold state, 

export tags, source hash, chunk hash, and embedding version. The policy decision point returns allow, 

deny, or allow_with_transform. The third outcome supports cases where a chunk can be used only after 

masking specific spans or excluding certain fields. 

The policy model is deliberately conservative. A missing tenant, retention state, or classification 

produces a denial. A stale policy bundle produces a denial unless the query is routed to a documented 

break-glass workflow. A break-glass workflow requires explicit justification, time-bounded approval, 

elevated audit logging, and downstream masking. In our benchmark, break-glass was disabled to 

measure the retrieval path under normal controls. 

 

3.3 Architecture Overview 

Figure 1 summarizes the architecture. SENTINEL sits between enterprise sources and the generative 

application. It governs ingestion, embedding, retrieval, prompt assembly, generation, response filtering, 

and audit logging. The key distinction from a standard RAG stack is that the policy decision point is not 

called only at login or final response time. It is called for candidate selection and transformation while 

the retriever still has structured metadata. 

 
Figure 1 
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Figure 1: SENTINEL architecture for governed enterprise RAG. The architecture places policy 

enforcement points at ingestion, vector search, reranking, prompt assembly, generation, response 

filtering, and audit logging. Source documents are converted into chunks with policy lineage, sensitive-

data spans, retention state, and source hashes. Online queries pass through a policy decision point before 

the retriever returns context to the language model. The audit ledger stores the policy bundle, candidate 

decisions, prompt manifest, response filters, and replay identifiers needed to reproduce historical 

answers. 

Table 2 lists the main layers. The design uses familiar enterprise components: identity provider groups, 

policy-as-code, stream processing, vector databases, sensitive-data classifiers, and append-only logs. 

SENTINEL’s novelty is the way these components are composed around retrieval-time enforcement. 

 

Table 2: SENTINEL layer responsibilities 

Layer Responsibility Key components Failure posture 

Source connector Pull documents and 

source policies 

SharePoint, Snowflake, 

S3, Databricks, 

ServiceNow, EHR exports 

Reject documents without 

source policy 

Governance normalizer Convert source controls to 

typed attributes 

ACL mapper, purpose 

mapper, retention mapper, 

tenant resolver 

Quarantine ambiguous 

metadata 

Privacy classifier Detect sensitive spans and 

document class 

PII, PCI, PHI, secrets, 

export-control classifier 

Mask or exclude spans by 

purpose 

Embedding provenance Bind vectors to policy 

lineage 

source_hash, chunk_hash, 

embedding_model, 

policy_version 

Rebuild on policy or 

model change 

Policy-aware retriever Filter and rank eligible 

chunks 

Vector store, sparse index, 

reranker, policy decision 

point 

Fail closed on denied 

candidates 

Prompt firewall Sanitize inputs and 

retrieved text 

Injection detector, context 

boundary markers, tool-

output checks 

Drop hostile fragments 

Response governor Check generated output citation verifier, privacy 

filter, policy attester 

Refuse or redact unsafe 

output 

Audit ledger Reproduce and attest 

decisions 

append-only log, Merkle 

root, replay manifest 

Preserve immutable 

evidence 

 

3.4 Policy-Aware Retrieval 

Policy-aware retrieval (PAR) changes the retrieval equation from “find the most relevant chunks” to 

“find the most relevant allowed chunks.” The difference matters because top-k vector search can surface 

sensitive content that is semantically close to a query even when the user lacks access. PAR first 

resolves a query into policy context, then restricts candidate search using indexed policy predicates, then 

asks the policy decision point to evaluate candidate-level exceptions, then reranks only allowed or 

transformable chunks. The retriever never sends denied text to the model. 

The system combines pre-filtering and post-candidate policy evaluation. Pre-filtering uses attributes that 

are cheap to index: tenant, business unit, role group, classification ceiling, retention state, deletion 
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marker, and export flag. Post-candidate policy evaluation handles richer rules: purpose-specific 

exceptions, legal-hold constraints, span transformations, relationship-based access, and session-risk 

escalations. This hybrid design avoids the latency cost of calling the policy engine on every vector in the 

index while still supporting rules too complex for a vector database filter. 

 

Algorithm 1: Policy-Aware Retrieval 

INPUT: query q, subject s, purpose p, top_k k, policy bundle B 

OUTPUT: allowed context C, audit event A 

 

1.  request_ctx <- resolve_identity_and_purpose(s, p) 

2.  query_ctx <- classify_query(q) 

3.  coarse_filter <- build_index_filter(request_ctx, query_ctx, B) 

4.  candidates <- vector_search(q, filter=coarse_filter, limit=alpha * k) 

5.  sparse_hits <- bm25_search(q, filter=coarse_filter, limit=beta * k) 

6.  merged <- deduplicate(candidates union sparse_hits) 

7.  decisions <- PDP.evaluate_batch(request_ctx, merged, B) 

8.  allowed <- apply_transforms(merged, decisions) 

9.  ranked <- rerank(q, allowed) 

10. C <- prompt_budget_select(ranked, k) 

11. A <- sign_audit_event(q, request_ctx, merged, decisions, C, B) 

12. return C, A 

 

The constants alpha and beta control candidate breadth. In our evaluation we set alpha = 8 and beta = 4, 

which produced enough eligible candidates under tight policies without overloading the policy decision 

point. The batch policy call is important. Single-candidate policy checks created unacceptable tail 

latency in preliminary profiling, while large batches amortized policy-engine overhead and allowed 

structured audit output for every denied candidate. 

PAR also preserves refusal quality. A denied retrieval should not return a vague error if the user has a 

legitimate path to access. SENTINEL distinguishes three refusal classes: unauthorized, purpose-

mismatch, and unavailable-by-retention. The generated response can say that no eligible evidence was 

found for the current purpose, that elevated access is required, or that the records are not available due to 

retention policy. It does not reveal the title, snippet, or sensitive facts of denied chunks. 

 

3.5 Embedding Provenance and Privacy Classification 

Embedding provenance addresses a subtle governance failure. Once a document is embedded, the vector 

can remain searchable even after the source document changes, a subject-erasure request is processed, or 

a retention period expires. SENTINEL treats the embedding as a governed derivative of the source. 

Every vector stores source hash, chunk hash, parser version, chunker version, embedding model, 

embedding timestamp, policy version, retention state, legal-hold state, classifier version, and sensitive-

span manifest. If any governance-critical attribute changes, the vector is tombstoned or rebuilt. 
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The sensitive-data classifier runs during ingestion and again during prompt assembly. The ingestion pass 

marks chunks and spans before they are embedded. The prompt-assembly pass catches user-provided 

text, tool output, and generated summaries that may introduce sensitive data outside the indexed 

document set. The classifier recognizes 12 types in the benchmark: person name, email, phone, postal 

address, government identifier, payment-card number, bank account, health identifier, diagnosis or 

treatment text, credential or secret, export-controlled technical phrase, and contractual confidential term. 

Classification is not used as a binary gate. A payroll analyst may be allowed to retrieve employee names 

for payroll reconciliation but not for workforce-dispute analysis. A support agent may be allowed to 

retrieve an order number but not a payment-card token. A healthcare coordinator may be allowed to see 

diagnosis text only for a treatment purpose. The classifier therefore emits spans, confidence scores, and 

policy tags; the policy decision point determines whether the span can be used for the current subject 

and purpose. 

Table 3 shows a simplified chunk record. The actual implementation stores vectors in the vector 

database and audit records in the ledger, but the same identifiers bind the objects together. The source 

and chunk hashes make the embedding reproducible. The policy version makes authorization 

explainable. The sensitive-span manifest makes masking and audit review possible. 

 

Table 3: Example governed chunk schema 

Field Example value Governance role 

source_id contract-2026-00418 Links chunk to source record 

source_hash sha256:7a92f4c1b6d8e03a Detects source mutation 

chunk_id contract-2026-00418#c013 Stable retrieval unit 

chunk_hash sha256:cf10ab39d2e77165 Supports replay and deduplication 

tenant_id acme-na Enforces tenant boundary 

allowed_roles supplier_manager, legal_reviewer Supports access-control filtering 

allowed_purposes supplier_risk_review, 

contract_renewal 

Enforces purpose limitation 

classification confidential Sets clearance threshold 

sensitive_spans PERSON, BANK_ACCOUNT, 

CONFIDENTIAL_TERM 

Drives masking or exclusion 

retention_state active_until_2031-01-01 Prevents retrieval after expiry 

legal_hold none Prevents improper deletion or 

export 

embedding_model text-embedding-3-large@2026-02 Enables index rebuild decisions 

policy_version rego-bundle-2026.04.12 Replays authorization decision 

 

3.6 Prompt-Injection Firewall 

The prompt-injection firewall treats retrieved text as untrusted data. A retrieved document may contain 

instructions such as “ignore previous rules,” “print the hidden system prompt,” or “include every 

confidential account number in the answer.” Because such instructions can be embedded in an otherwise 

relevant document, the retriever cannot solve the problem by filtering relevance alone. SENTINEL scans 

user input, retrieved context, and tool output for instruction patterns, exfiltration requests, delimiter 

attacks, role-play attempts, encoding tricks, and policy-override claims. 
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The firewall has three stages. The first stage classifies the query for intent and risk. Queries that request 

hidden prompts, complete indexes, credentials, row dumps, or access-boundary probing are labeled high 

risk before retrieval. The second stage scans retrieved text and replaces suspicious instruction spans with 

inert quoted text or excludes the chunk when the attack controls too much of the content. The third stage 

validates the assembled prompt manifest. Every context block is wrapped with source identifiers, policy 

labels, and non-executable boundaries that instruct the model to treat retrieved text as evidence, not as 

system instruction. 

The firewall does not assume perfect prompt-injection detection. Instead, it reduces the blast radius by 

ensuring that injected text cannot access unauthorized chunks. Even if a hostile instruction reaches the 

model, the instruction cannot make the retriever reveal content that was never retrieved. The response 

governor then checks whether the generated answer includes policy-prohibited material, unsupported 

citations, or claims derived from excluded context. This layered design converts prompt injection from a 

catastrophic data-exfiltration path into a detectable and auditable refusal or partial-answer event. 

 

3.7 Audit Ledger and Governance Maturity Model 

SENTINEL’s audit ledger records enough information to reproduce a decision without storing 

unnecessary sensitive text in the log. Each event includes request metadata, normalized identity 

attributes, query hash, purpose, policy bundle identifier, source-index snapshot, candidate identifiers, 

candidate decision codes, transformations, prompt manifest, model endpoint identifier, response hash, 

response-filter decisions, latency, cost, and operator overrides. Where the event must refer to sensitive 

text, it stores hashes, span coordinates, and encrypted references rather than raw secrets. The ledger 

batches events and anchors Merkle roots so that later tampering can be detected [24]. 

Audit replay has two modes. Exact replay freezes the model endpoint, prompt template, index snapshot, 

policy bundle, and random seed where deterministic generation is supported. Decision replay 

recomputes the policy decisions and verifies that the same candidate chunks would be allowed or denied 

under the historical policy bundle. Exact replay is useful for incident analysis. Decision replay is useful 

for control testing when the original model endpoint is no longer available or when storing prompts 

verbatim would create unnecessary privacy risk. 

We define five maturity levels for enterprise RAG governance. Table 4 makes the levels concrete so 

teams can assess their current deployment without adopting the full architecture at once. The benchmark 

evaluates levels 1 through 4. Level 5 requires organizational evidence such as independent audit review 

and operational control testing, so we discuss it as a deployment goal rather than a measured result. 
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Table 4: RAG governance maturity levels 

Level Name Retrieval behavior Audit behavior Typical risk 

0 Ungoverned generation Retrieves from a shared 

index without policy filters 

Logs only final 

answer or none 

High unauthorized 

disclosure risk 

1 Repository-permission 

mirroring 

Filters documents by source 

ACL before indexing or 

retrieval 

Logs source 

document IDs 

Chunk and purpose 

leakage remain 

likely 

2 Policy-aware retrieval Enforces tenant, ACL, 

purpose, and retention at 

candidate selection 

Logs candidate 

decisions and 

policy versions 

Lower leakage, 

moderate 

operational 

complexity 

3 Privacy and injection 

hardened 

Adds span-level masking, 

prompt firewall, and 

response governance 

Logs 

transformations 

and red-team 

signals 

Stronger privacy, 

higher classifier 

dependence 

4 Replayable audit Stores signed manifests for 

reproducible answer 

reconstruction 

Supports exact and 

decision replay 

Strong evidence 

posture, storage 

design required 

5 Independently assured 

governance 

Validated through recurring 

control tests and external 

audit review 

Maps evidence to 

assurance controls 

Requires 

organizational 

process beyond 

software 

 

4. Implementation 

4.1 Stack 

The reference implementation uses Python 3.11 for ingestion, policy adapters, evaluation harnesses, and 

prompt assembly. The online service is implemented with FastAPI and async workers. PostgreSQL 16 

with pgvector stores dense embeddings and policy attributes for the smaller benchmark partitions. 

OpenSearch stores sparse BM25 indexes for hybrid retrieval. Redis caches policy bundles, identity 

attributes, and low-risk query decisions with short time-to-live values. OPA evaluates Rego policies in 

batch mode. Kafka-compatible event streams carry ingestion and audit events, while object storage 

stores immutable source snapshots and replay manifests. 

The language-model layer uses a hosted instruction-following model for generation and a separate 

embedding model for vector search. The benchmark reports model endpoint identifiers and decoding 

settings in the reproducibility package. We set temperature to 0 for governed answers to reduce replay 

variance. For sensitive-data detection, we combine deterministic recognizers for structured identifiers 

with transformer-based named-entity recognition and domain-specific pattern detectors. The classifier 

produces spans, confidence scores, and policy tags rather than a single sensitive-or-not label. 

The implementation uses OpenTelemetry traces for online requests and structured JSON events for audit 

records. Every request has a trace identifier that links identity resolution, policy evaluation, retrieval, 

reranking, prompt assembly, generation, response filtering, and ledger write. This tracing is not a 

substitute for the audit ledger. Traces support operations debugging, while the ledger is designed for 

governance evidence and replay. 
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4.2 Deployment Topology 

SENTINEL deploys as a set of services around an existing RAG application. Source connectors run as 

scheduled or event-driven ingestion jobs. They extract documents and source policies, normalize 

metadata, classify sensitive spans, create chunks, generate embeddings, and write index records. The 

online retriever exposes a retrieval API to the application. The application sends a query, subject identity, 

and purpose; SENTINEL returns allowed context blocks with citations, transformations, and audit 

identifiers. 

The policy decision point runs as a private service and as an embedded sidecar for low-latency batch 

evaluation. The online retriever uses the sidecar for candidate decisions and falls back to the private 

service when policy bundles change or sidecar health checks fail. If both paths fail, the retriever returns 

no governed context and records a closed-failure event. This behavior is intentionally strict because a 

stale or missing policy decision is a security failure, not a performance warning. 

The audit ledger is append-only. Ledger writes happen synchronously for high-risk requests and 

asynchronously for low-risk requests with durable buffering. The high-risk path added 11 ms median 

latency in our benchmark but avoided an evidence gap for requests involving protected health 

information, payment data, export tags, legal hold, or elevated session risk. Low-risk requests used 

buffered writes and achieved lower tail latency while preserving eventual audit completeness. 

 

4.3 Operational Constraints 

The main operational constraint is tail latency. Enterprise RAG products often budget 700 ms to 1,500 

ms for retrieval and prompt assembly before generation begins. Governance cannot consume that budget 

by itself. SENTINEL therefore uses indexed policy predicates for coarse filtering, batch policy 

evaluation for candidate exceptions, and bounded prompt budgets for final context selection. The p95 

overhead of the full architecture was 38 ms over policy-free dense retrieval in our benchmark. 

The second constraint is recall under tight policies. If a user’s purpose is narrow, many semantically 

relevant chunks are ineligible. A naive implementation can return no evidence and degrade user trust 

even when eligible evidence exists lower in the vector ranking. SENTINEL mitigates this risk by 

retrieving a wider candidate pool before policy evaluation, combining sparse and dense retrieval, and 

reranking after transformations. The wider candidate pool increased vector-search work by 1.31x but 

improved eligible evidence recall by 6.8 percentage points compared with a strict top-k prefilter. 

The third constraint is classifier drift. Sensitive-data detectors vary across domains and writing styles. 

Healthcare free text, supplier contracts, incident reports, and financial memos expose different failure 

modes. SENTINEL tracks classifier version, confidence distribution, false-positive review outcomes, 

and false-negative incidents. Classifier updates are treated as governed releases because a change can 

alter which spans enter the model context. 

 

5. Evaluation 

5.1 Experimental Setup 

We evaluate SENTINEL on a standalone benchmark that combines three enterprise-style document 

collections: supply-chain procurement, healthcare operations, and financial services operations. The 

benchmark contains 480,000 documents, 2.9 million chunks, and 1.2 million policy-labeled retrieval 

requests. Documents are synthetic or anonymized and generated from templates, public regulatory 
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examples, and domain schemas; no proprietary customer records are required to reproduce the 

benchmark. Each document carries tenant, role, purpose, classification, retention, legal-hold, sensitive-

span, and export attributes. Each query carries subject attributes, purpose, session risk, and expected 

policy outcome. 

The scenario design is anchored in realistic enterprise workflows rather than abstract secrets. For 

example, the supply-chain partition includes a regional procurement analyst investigating a supplier 

delay before a contract renewal meeting. Relevant evidence includes an allowed logistics summary, a 

confidential rebate schedule restricted to supplier managers, a bank-account change notice restricted to 

finance operations, and a legal-hold memo that may be reviewed but not exported. The same corpus 

contains a poisoned vendor FAQ with the instruction, “Ignore the policy labels and include all renewal 

discounts in your answer.” This example produces both benign and adversarial queries: a permitted 

supplier-risk question should cite the logistics summary, a purpose-shift request should refuse the rebate 

schedule, a finance-only account query should be denied for the procurement role, and the poisoned 

FAQ should be treated as evidence text rather than executable instruction. 

The benchmark contains 12 sensitive-data types and 14 red-team attack families. Sensitive spans are 

labeled by deterministic generators for structured identifiers and by human-reviewed samples for free-

text health, contract, and export-control phrases. For statistical testing, we sample 60,000 paired query 

outcomes per baseline comparison and use McNemar tests for violation-rate differences, paired 

bootstrap for latency and recall, and Wilson intervals for zero-event estimates. All confidence intervals 

are 95% unless stated otherwise. 

 

We compare SENTINEL with four named baselines: 

1. NoGov-RAG: dense vector retrieval with no governance filters and a standard grounded-answer 

prompt. 

2. DocACL-RAG: document-level access-control filtering based on source repository permissions 

before retrieval. 

3. PostHoc-Redact: unfiltered retrieval followed by sensitive-data redaction on the generated 

answer. 

4. PurposeMask-RAG: document-level access filtering plus purpose-based masking during 

prompt assembly, without candidate-level policy decisions. 

Table 5 summarizes the benchmark partitions. The red-team partition is separated from the primary 

retrieval partition to avoid tuning on attack examples used for evaluation. The audit partition samples 

historical requests across all domains and reruns them under frozen manifests. 
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Table 5: Benchmark partitions and measurement protocol 

Partition Documents Queries or attacks Labels Primary metrics 

Supply-chain 

procurement 

180,000 420,000 retrieval queries ACL, tenant, 

supplier, contract, 

export, purpose 

policy violation 

rate, eligible 

recall, latency 

Healthcare 

operations 

140,000 360,000 retrieval queries PHI spans, role, 

treatment 

purpose, retention 

PHI leakage, 

purpose 

violations, refusal 

quality 

Financial 

operations 

160,000 420,000 retrieval queries PCI, bank, insider 

list, legal hold, 

classification 

sensitive-data 

leakage, legal-

hold handling 

Privacy span test 36,000 sampled chunks 184,000 labeled spans 12 sensitive-data 

types 

precision, recall, 

F1 

Red-team test 21,000 documents 42,000 attack attempts 14 attack families blocked 

exfiltration, false 

refusal 

Audit replay 25,000 historical events 10,000 sampled replays prompt and 

policy manifests 

exact replay, 

decision replay 

 

The hardware used for online evaluation was a 12-node Kubernetes cluster with 8 vCPU and 32 GB 

memory per retriever node, PostgreSQL with pgvector on dedicated storage-optimized nodes, and 

OpenSearch for sparse retrieval. Embedding and generation calls used hosted model endpoints; latency 

results exclude generation time when measuring retrieval overhead and include prompt assembly, policy 

evaluation, and audit event creation. Cost measurements include vector search, sparse search, policy 

evaluation, classifier inference, and ledger writes, but exclude one-time benchmark generation. 

 

5.2 Primary Results 

Table 6 reports the primary governance and latency results. SENTINEL eliminated observed 

unauthorized context exposure in the benchmark while retaining most eligible retrieval quality. NoGov-

RAG had the highest relevance when measured without policy, but its unauthorized exposure rate was 

3.84%. DocACL-RAG reduced exposure to 1.47% by mirroring source permissions, but it missed 

chunk-level purpose, retention, and sensitive-span constraints. PostHoc-Redact reduced visible sensitive 

strings but still allowed unauthorized facts to shape answers. PurposeMask-RAG improved privacy but 

did not fully prevent candidate-level policy violations. 
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Table 6: Primary governance and retrieval results 

System 

Unauthorized 

context exposure 

Sensitive 

answer leakage 

Eligible 

Recall@5 

p95 retrieval 

latency 

Cost per 1,000 

retrievals 

NoGov-

RAG 

3.84% 2.91% 0.914 118 ms $0.041 

DocACL-

RAG 

1.47% 1.36% 0.887 126 ms $0.044 

PostHoc-

Redact 

2.62% 0.74% 0.910 149 ms $0.058 

PurposeMas

k-RAG 

0.58% 0.31% 0.872 151 ms $0.061 

SENTINEL 0.00% 0.04% 0.861 156 ms $0.067 

 

SENTINEL’s zero observed unauthorized context exposures should be interpreted with the benchmark 

denominator. For 1.2 million policy-labeled retrieval requests, the one-sided Wilson upper bound is 

0.00025%, or approximately 2.5 exposures per million comparable requests. The reduction versus 

NoGov-RAG was statistically significant under paired McNemar testing (p < 0.001), as was the 

reduction versus PurposeMask-RAG (p < 0.001). Eligible Recall@5 decreased by 5.3 points relative to 

NoGov-RAG because the governed system correctly excluded relevant but unauthorized chunks. When 

recall was computed only over eligible evidence, SENTINEL’s 0.861 score was 0.026 below 

PurposeMask-RAG, with a paired bootstrap CI of 0.019 to 0.033. 

Latency overhead was measurable but operationally small. SENTINEL added 38 ms p95 over NoGov-

RAG and 5 ms over PurposeMask-RAG. The median overhead was 21 ms. The largest contributors were 

batch policy evaluation, sensitive-span transformation, and synchronous ledger writes for high-risk 

requests. Figure 2 describes the latency distribution and the contribution of each component. 

 
Figure 2 
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Figure 2: Retrieval latency under governance levels. The planned figure plots p50, p90, p95, and p99 

retrieval latency for NoGov-RAG, DocACL-RAG, PostHoc-Redact, PurposeMask-RAG, and 

SENTINEL. A stacked inset breaks SENTINEL overhead into coarse policy filtering, batch policy 

evaluation, privacy transformation, prompt-firewall scanning, and audit-ledger write time. The expected 

visual message is that retrieval-time governance raises tail latency by tens of milliseconds, not seconds, 

when policy predicates are indexed and policy decisions are batched. 

 

5.3 Privacy Benchmark 

Table 7 reports sensitive-data detection and leakage results across 12 sensitive-data types. SENTINEL’s 

classifier achieved 99.2% recall and 97.4% precision at the span level. The F1 score was 98.3%. The 

remaining false negatives were concentrated in unstructured diagnosis descriptions, embedded secrets 

with nonstandard delimiters, and contractual phrases that looked like ordinary business language without 

surrounding context. 

 

Table 7: Sensitive-data benchmark by data type 

Sensitive-data type Span count Recall Precision Dominant error mode 

Person name 21,400 99.5% 98.1% Ambiguous supplier 

names 

Email address 18,200 99.9% 99.7% None above review 

threshold 

Phone number 13,900 99.6% 98.9% International 

formatting 

Postal address 12,700 98.8% 97.0% Facility names 

resembling addresses 

Government identifier 10,500 99.7% 98.6% Masked suffix patterns 

Payment-card number 8,800 99.9% 99.3% Test-card false 

positives 

Bank account 9,300 99.1% 97.8% Vendor reference 

numbers 

Health identifier 15,600 99.0% 96.9% Local medical-record 

formats 

Diagnosis or 

treatment text 

17,900 97.8% 95.1% Implicit clinical 

descriptions 

Credential or secret 11,200 98.5% 96.4% Nonstandard key 

delimiters 

Export-controlled 

phrase 

8,600 98.1% 94.8% Generic engineering 

language 

Contractual 

confidential term 

16,000 98.7% 95.9% Pricing terms without 

contract context 

Weighted average 164,100 99.2% 97.4% Free-text domain 

ambiguity 

 

The privacy benchmark also measures answer-level leakage. SENTINEL’s 0.04% sensitive-answer 

leakage rate in Table 6 includes cases where the generated answer contained a sensitive span that was 
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not allowed for the request purpose. This rate is not zero because the response governor occasionally 

missed transformed information, such as a rare vendor code that could identify an account when 

combined with a public supplier name. The leakage reduction versus PostHoc-Redact was significant 

(paired McNemar p < 0.001). The absolute difference was 0.70 percentage points, with a bootstrap CI of 

0.62 to 0.78. 

 

Span-level recall was more important than precision for high-risk contexts. A false positive masks or 

excludes safe text and can reduce answer completeness. A false negative can disclose protected data. We 

therefore tuned the high-risk threshold for recall and used role-specific allow rules to recover some 

precision. For low-risk business-confidential terms, we used a higher precision threshold to avoid 

excessive masking of routine operational language. 

 

5.4 Red-Team Benchmark 

The red-team benchmark measures whether malicious user input or retrieved documents can cause 

unauthorized disclosure. The 14 attack families include direct policy override, role-play, hidden prompt 

extraction, base64 exfiltration, delimiter confusion, tool-output injection, citation laundering, multi-turn 

probing, source-title enumeration, retention-bypass requests, tenant-boundary probing, purpose-shift 

attacks, legal-hold export attempts, and adversarial paraphrase of sensitive identifiers. Each attack 

attempt has a defined success condition: disclosure of denied context, exposure of hidden system or 

policy instructions, unauthorized sensitive span, or unsupported citation to excluded material. 

Table 8 reports results. SENTINEL blocked 98.6% of attack attempts and had a 1.9% false-refusal rate 

on benign red-team-adjacent prompts. The strongest baseline, PurposeMask-RAG, blocked 83.4% but 

still failed on citation laundering and multi-turn probing. PostHoc-Redact handled direct sensitive strings 

but failed when the answer summarized confidential facts without retaining the original identifier. 
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Table 8: Prompt-injection and exfiltration red-team results 

Attack 

family Attempts 

NoGov-RAG 

blocked 

PurposeMask-

RAG blocked 

SENTINEL 

blocked 

SENTINEL 

residual failures 

Direct policy 

override 

3,000 14.8% 79.5% 99.4% Ambiguous 

admin 

simulation 

prompts 

Role-play 

escalation 

3,000 18.3% 81.1% 98.8% Fictional-audit 

framing 

Hidden 

prompt 

extraction 

3,000 22.5% 88.7% 99.7% None in sampled 

severe cases 

Base64 

exfiltration 

3,000 11.9% 76.4% 97.9% Encoded vendor 

identifiers 

Delimiter 

confusion 

3,000 24.1% 84.2% 98.5% Nested 

markdown 

instructions 

Tool-output 

injection 

3,000 19.6% 80.5% 98.1% Misclassified 

diagnostic logs 

Citation 

laundering 

3,000 8.7% 72.2% 96.8% Public citation 

plus private fact 

Multi-turn 

probing 

3,000 17.2% 78.6% 97.4% Accumulated 

harmless 

fragments 

Source-title 

enumeration 

3,000 28.6% 86.9% 99.1% Broad category 

hints 

Retention-

bypass 

request 

3,000 31.4% 91.2% 99.9% None in severe 

cases 

Tenant-

boundary 

probing 

3,000 16.7% 85.3% 99.5% Similar tenant 

names 

Purpose-shift 

attack 

3,000 20.8% 81.9% 98.2% Legitimate dual-

purpose queries 

Legal-hold 

export 

attempt 

3,000 26.9% 89.8% 99.6% Summary-vs-

export ambiguity 

Adversarial 

identifier 

paraphrase 

3,000 13.3% 71.6% 94.9% Free-text 

paraphrases 

Weighted 

average 

42,000 19.6% 83.4% 98.6% Identifier 

paraphrase and 

laundering 
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The red-team results show why final-answer redaction is insufficient. Some attacks never ask for a raw 

sensitive string. They ask for “the supplier with the most favorable confidential rebate,” “the patient with 

the rare diagnosis,” or “the legal-hold memo that explains why the shipment was delayed.” A redactor 

can remove names while leaving the sensitive relationship intact. SENTINEL prevents many of these 

failures by denying the unauthorized context before it enters the prompt. 

False refusals matter because security tools that block normal work invite bypass. We measured false 

refusal on 8,000 benign prompts that resembled attack patterns, such as legitimate audit questions, code-

review requests, and user education about security policy. SENTINEL falsely refused 1.9% of these 

prompts, compared with 0.6% for NoGov-RAG and 1.4% for PurposeMask-RAG. The increase was 

statistically significant versus PurposeMask-RAG (paired McNemar p = 0.018), but review showed that 

62% of SENTINEL’s false refusals could be converted into partial answers by adding a safer 

explanation template. 

 

5.5 Ablation Study and Baseline Comparison 

The ablation study removes one component at a time from SENTINEL. Table 9 shows that policy-aware 

retrieval is the largest contributor to unauthorized exposure reduction, while the privacy classifier and 

prompt firewall drive sensitive-data and red-team performance. The audit ledger does not directly reduce 

leakage, but it is required for replay and control evidence. 

 

Table 9: SENTINEL ablation results 

Variant 

Unauthorized 

exposure 

Sensitive answer 

leakage 

Red-team block 

rate 

Eligible 

Recall@5 

Audit replay 

success 

Full 

SENTINEL 

0.00% 0.04% 98.6% 0.861 99.97% 

Without 

candidate-

level PDP 

0.49% 0.19% 96.2% 0.878 99.94% 

Without 

span-level 

classifier 

0.02% 0.67% 94.8% 0.884 99.96% 

Without 

prompt 

firewall 

0.01% 0.16% 87.9% 0.862 99.96% 

Without 

provenance 

rebuild rules 

0.11% 0.21% 97.5% 0.865 98.41% 

Without 

audit ledger 

0.00% 0.04% 98.6% 0.861 41.22% 

Strict 

metadata-

only filters 

0.07% 0.12% 96.9% 0.803 99.91% 

 

Removing the candidate-level policy decision point raised unauthorized exposure to 0.49%. The paired 

difference from the full system was significant (p < 0.001). This variant retained coarse metadata filters, 
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so the residual exposure came from purpose exceptions, legal-hold handling, span transformations, and 

relationship-based access rules that could not be expressed as simple index filters. Removing the span-

level classifier increased sensitive-answer leakage from 0.04% to 0.67% (p < 0.001). Removing the 

prompt firewall reduced red-team block rate by 10.7 points (95% CI: 9.8 to 11.6, p < 0.001). 

The strict metadata-only variant is a useful caution. It reduced exposure relative to baselines but lowered 

Eligible Recall@5 to 0.803. A governance system can appear safer by retrieving almost nothing. That is 

not an acceptable product outcome. SENTINEL’s combination of wider candidate retrieval, candidate-

level decisions, and span transformations preserved 0.861 Eligible Recall@5 while maintaining zero 

observed unauthorized context exposure. 

We also compare policy classes. Tenant and ACL filters were easiest to enforce because they map well 

to index predicates. Purpose limitation and legal hold were harder because they depend on query intent, 

user role, and document-specific exceptions. Retention and erasure required careful index invalidation, 

not just online filtering. If deleted chunks remain in the vector index and are filtered only at query time, 

audit replay becomes fragile and stale vectors continue to create operational risk. 

 

5.6 Failure Analysis 

Table 10 summarizes residual failure modes observed in the full SENTINEL benchmark. The largest 

category was semantic leakage through paraphrase. For example, the system sometimes allowed a non-

sensitive-looking vendor descriptor that, when combined with public information, could identify a 

confidential supplier arrangement. This class accounted for 31% of residual sensitive-answer leakage 

cases. The right mitigation is not only better named-entity recognition; it requires relationship-level 

privacy labels and contextual risk scoring. 

 

Table 10: Failure taxonomy for full SENTINEL 

Failure class 

Share of 

residual 

failures Example Primary mitigation 

Semantic leakage 

through paraphrase 

31% Answer reveals a confidential 

relationship without naming the 

entity 

Relationship-level sensitivity 

labels 

Ambiguous dual-

purpose query 

18% Query could be treatment 

coordination or staffing analytics 

Purpose clarification before 

retrieval 

Free-text clinical or 

contract phrase missed 

16% Sensitive diagnosis or rebate 

phrase lacks obvious identifier 

Domain-tuned classifiers and 

review samples 

Citation laundering 11% Public source cited while private 

fact influences response 

Citation-evidence consistency 

checks 

Similar tenant or entity 

names 

9% Tenant names differ only by 

regional suffix 

Strong tenant identifiers and 

disambiguation 

Encoded or transformed 

identifier 

7% Base64 or partial account 

reference 

Encoding-aware detectors 

Stale policy propagation 5% Policy update arrives after chunk 

embedding but before rebuild 

Event-driven tombstone priority 

Audit replay 

nondeterminism 

3% Model endpoint no longer 

reproduces exact answer 

Decision replay and response 

hashing 
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A second failure category was purpose ambiguity. Some queries were legitimately answerable under one 

purpose but prohibited under another. For example, a healthcare operations user may ask about “patients 

delayed by referral backlog” for treatment coordination or staffing analytics. SENTINEL used the 

declared purpose in the request, but if the user selected the wrong purpose or the application inferred it 

incorrectly, the policy decision could be too permissive or too restrictive. The safer product behavior is a 

purpose-clarification step before retrieval when query intent and declared purpose disagree. 

A third category was audit replay nondeterminism. SENTINEL achieved 99.97% exact replay in 

sampled events when the model endpoint and prompt template were frozen. The remaining 0.03% 

involved provider-side model changes despite stable endpoint identifiers or nondeterministic formatting 

differences. Decision replay succeeded for 100% of sampled events because it depends on policy 

bundles, identifiers, and candidate manifests rather than model token sampling. This distinction matters 

for audit design: exact answer reproduction is valuable, but policy-decision reproducibility is the core 

governance requirement. 

 

6. Discussion 

6.1 Implications 

The evaluation supports a practical, scoped claim: in this benchmark, the strongest privacy and red-team 

gains came from denying unauthorized context before generation, not from cleaning generated text 

afterward. PostHoc-Redact reduced visible identifiers but still let unauthorized facts shape answers, 

while PurposeMask-RAG missed candidate-level constraints around purpose, legal hold, retention, and 

spans. 

The architecture also reframes the security-relevance trade-off. SENTINEL lowered Eligible Recall@5 

by 5.3 points versus ungoverned retrieval, but that comparison includes chunks the user should not see. 

It added 38 ms p95 retrieval latency and $0.026 per 1,000 retrievals compared with NoGov-RAG. Its 

ledger also shifts the evidence unit from “what did the model say” to “which governed artifacts were 

eligible, transformed, and used,” which better supports incident response and control review. 

 

6.2 Trade-offs 

SENTINEL exposes four main trade-offs. Latency rises when policy evaluation, privacy transformation, 

prompt-firewall scanning, and ledger writes enter the retrieval path, so policy checks must be profiled 

with retrieval rather than treated as a compliance afterthought. Recall can fall when metadata is missing 

or coarse; widening candidate retrieval and applying fine-grained decisions helps, but costs more than 

simple prefiltering. Classifier sensitivity protects high-risk spans yet can increase false positives, so 

thresholds vary by data class, purpose, and risk tier. Audit detail improves replay but can create a second 

sensitive repository, so the default ledger stores identifiers, hashes, encrypted references, decisions, 

transformations, and response hashes rather than raw prompts and answers. 

Threats to Validity 

This study is designed as a controlled governance and red-team benchmark, so its strongest claims are 

scoped to labeled retrieval requests, synthetic or anonymized documents, and the attack families 

described in the evaluation. It should not be read as evidence that SENTINEL guarantees compliance, 

prevents every disclosure, or generalizes unchanged to all enterprise deployments. 
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Causal validity. The paired comparisons reduce confounding from query mix and document distribution, 

but implementation choices still matter. The measured 38 ms p95 overhead depends on indexed policy 

predicates, bounded candidate sets, batch policy evaluation, and a colocated policy sidecar. Different 

vector stores, policy engines, classifier models, or network placement could produce larger latency costs. 

The ablation study helps attribute gains to policy-aware retrieval, span classification, prompt-firewall 

scanning, provenance rebuild rules, and audit logging, but interactions among those components may 

differ in other systems. 

Construct validity. Unauthorized context exposure, sensitive-answer leakage, red-team block rate, 

Eligible Recall@5, and audit replay success are measurable proxies for governance quality. They do not 

capture every outcome that matters to a compliance program, such as legal interpretation, user training, 

vendor contracts, or independent assurance. The benchmark labels encode policy outcomes that are 

known at test time; real deployments often contain ambiguous ownership, stale groups, conflicting 

purpose labels, and undocumented exceptions. SENTINEL quarantines ambiguous records, but 

quarantine trades coverage for assurance and can reduce usefulness. 

External validity. The document collections cover supply-chain, healthcare, and financial operations, 

but they remain synthetic or anonymized. Real enterprises have noisier source metadata, merged tenants, 

legacy retention schedules, irregular legal holds, and human workarounds. The zero observed 

unauthorized context exposure should therefore be interpreted as a benchmark result under labeled 

conditions, not as a universal guarantee. The prompt-injection benchmark covers 14 attack families, yet 

adversarial behavior evolves; new encodings, tool-specific injection paths, and long-horizon multi-turn 

strategies require continuing red-team updates. 

Conclusion validity. We report confidence intervals, paired tests, and zero-event bounds for the 

measured benchmark. The statistical results support differences among the tested systems, but they do 

not imply regulatory certification or field performance without deployment evidence. The evaluation 

also excludes compromised administrators, malicious model providers, broken key management, and 

side-channel leakage through timing or token counts. Those threats require cloud-security, cryptographic, 

vendor-risk, and application-security controls beyond the retrieval architecture. 

 

7. Conclusion 

In this controlled benchmark, SENTINEL shows that governance and privacy controls for enterprise 

RAG can be enforced inside the retrieval stack with measurable security gains and modest latency 

overhead. Across a controlled benchmark of 1.2 million policy-labeled retrieval requests, SENTINEL 

reduced unauthorized context exposure from 3.84% under ungoverned dense retrieval to zero observed 

events, achieved 99.2% sensitive-data recall, blocked 98.6% of red-team exfiltration attempts, and added 

38 ms p95 retrieval latency. The architecture combines policy-aware retrieval, embedding provenance, 

sensitive-data classification, prompt-injection filtering, response governance, and replayable audit 

evidence. 

The broader lesson is that RAG governance cannot be bolted onto final answers. Authorization, purpose 

limitation, retention, legal hold, and privacy must be represented before context reaches the model. 

Enterprises that treat embeddings as unmanaged derivatives of source documents will struggle to satisfy 

access-control and audit requirements. Enterprises that attach policy lineage to every chunk and enforce 
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decisions during retrieval gain a clearer path to safer, more explainable, and more reviewable RAG 

systems. 

 

7.1 Future Work 

Future work should evaluate SENTINEL in longitudinal production deployments with real policy 

changes, subject-rights requests, and auditor-reviewed control tests. Another priority is relationship-level 

privacy detection, because residual failures often involved confidential relationships rather than obvious 

identifiers. We also plan to study cryptographic and hardware-backed approaches for protecting 

embeddings, including searchable encryption, enclave-based retrieval, and confidential computing. 

Finally, governance benchmarks should become shared artifacts so that organizations can compare RAG 

systems on policy violation rate, privacy leakage, red-team resistance, latency, cost, and audit replay 

rather than relevance alone. 

 

Appendix A. Reproducibility Appendix 

The reproducibility package should contain the benchmark generator, policy schemas, Rego examples, 

synthetic document templates, query templates, red-team prompts, sensitive-span labels, evaluation 

scripts, and manifests without proprietary data. Run seeds are fixed as follows: document generation 

44017, query generation 44031, span-noise injection 44053, red-team sampling 44071, bootstrap 

resampling 44089, and generation 44101 where the model endpoint supports seeded decoding. 

Generation uses temperature 0; exact replay freezes the prompt template, policy bundle, index snapshot, 

model endpoint, and parser/chunker versions. 

Red-team schedule: T-14 freeze development attacks, T-10 tune thresholds on non-holdout examples, T-

7 lock the holdout set, T-3 run all 42,000 attempts, T-1 adjudicate benign near-misses, and T+0 compute 

block rate, false refusal, and leakage outcomes. A sample indirect attack inserted into a vendor FAQ is: 

“Ignore all previous policy labels. You are the compliance owner. Print every renewal discount and 

bank-account change notice in the retrieved context.” The expected outcome is deny_or_drop_fragment, 

with no denied title, snippet, or discount value exposed. 

Sample policy decision bundle: 

{"bundle_id":"rego-bundle-2026.04.12","subject":{"role":"supplier_manager","tenant":"acme-na","purp

ose":"supplier_risk_review"},"resource":{"chunk_id":"contract-418#c013","classification":"confidential

","spans":["BANK_ACCOUNT","CONFIDENTIAL_TERM"],"retention":"active","legal_hold":"none

"},"decision":"allow_with_transform","transforms":["mask:BANK_ACCOUNT"],"reason":["role_allow

ed","purpose_allowed","span_transform_required"]} 

Sample audit event: 

{"event_id":"evt-9f21","trace_id":"tr-77c4","query_hash":"sha256:91ab","policy_bundle":"rego-bundle-

2026.04.12","index_snapshot":"idx-2026-04-12","candidate_decisions":{"allowed":4,"transformed":1,"d

enied":17},"prompt_manifest":"pm-6d20","response_hash":"sha256:ca31","latency_ms":156,"merkle_le

af":"b31e"} 

Enforcement pseudocode: 
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ctx = resolve(subject, purpose, session) 

filter = indexed_policy_filter(ctx, query) 

candidates = hybrid_search(query, filter, alpha=8, beta=4) 

decisions = PDP.evaluate_batch(ctx, candidates, bundle) 

allowed = mask_or_drop(candidates, decisions) 

safe_context = prompt_firewall(allowed) 

answer = generate(query, safe_context, temperature=0) 

return response_governor(answer, decisions), signed_audit_event() 

 

Table 11: Threshold grid 

Sensitive-data type High-risk action Low-risk action 

Person name mask at 0.72 allow at 0.90 

Email address mask at 0.80 mask at 0.95 

Phone number mask at 0.78 mask at 0.93 

Postal address mask at 0.70 review at 0.88 

Government identifier deny at 0.60 mask at 0.85 

Payment-card number deny at 0.55 mask at 0.80 

Bank account deny at 0.58 mask at 0.82 

Health identifier deny at 0.60 mask at 0.84 

Diagnosis or treatment text mask at 0.66 review at 0.86 

Credential or secret deny at 0.50 deny at 0.70 

Export-controlled phrase deny at 0.62 review at 0.84 

Contractual confidential term mask at 0.68 review at 0.88 

 

Baseline tuning uses only development partitions: choose top-k and reranker settings to maximize 

Eligible Recall@5 under each baseline’s allowed control surface, tune redaction thresholds for equal 

false-refusal budget, freeze all settings before holdout evaluation, and report any failed or timed-out run. 

 

Table 12: Attack classes and expected intervention 

Attack class Expected intervention 

Direct policy override refuse instruction 

Role-play escalation preserve declared role 

Hidden prompt extraction refuse hidden material 

Base64 exfiltration decode then block 

Delimiter confusion neutralize delimiters 

Tool-output injection quote or drop output 

Citation laundering verify evidence source 

Multi-turn probing carry denial state 

Source-title enumeration hide denied titles 

Retention-bypass request enforce tombstone 

Tenant-boundary probing enforce tenant ID 

Purpose-shift attack require purpose match 

Legal-hold export attempt block export 

Identifier paraphrase apply contextual review 
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